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ABSTRACT

Elections are a fundamental component of democratic systems, yet conven-
tional paper based and centralized electronic voting mechanisms continue to face
persistent challenges related to transparency, security, auditability, and declining
public trust. To address these issues, this study aims to design and evaluate a
blockchain enabled voting system that can improve election transparency and
strengthen voter trust by leveraging decentralization, immutability, and crypto-
graphic security. The research adopts a system design and evaluation method-
ology that integrates an in depth literature review, blockchain architecture mod-
eling, smart contract development, and experimental evaluation focusing on se-
curity, transparency, and performance under simulated election conditions. The
results show that the proposed system successfully ensures immutable vote
recording, prevents double voting through automated smart contract enforce-
ment, enhances end to end auditability via a transparent distributed ledger, and
significantly improves resistance to vote manipulation and unauthorized access
when compared to conventional and centralized electronic voting systems. Per-
formance analysis indicates that while transaction latency increases with higher
voting loads due to consensus mechanisms, the system remains stable, reliable,
and operational, demonstrating feasibility for small to medium scale elections.
Furthermore, the decentralized architecture reduces single points of failure and
minimizes reliance on trusted third parties. Overall, this study concludes that
blockchain technology provides a robust and trustworthy foundation for mod-
ern digital voting systems, while also highlighting scalability, computational
overhead, and real world implementation challenges that should be addressed
through optimization techniques and pilot deployments in future research.
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1. INTRODUCTION

Elections are a key pillar of democratic governance, allowing citizens to exercise political rights and
legitimize public authority. Their credibility depends on transparency, integrity, fairness, and public trust,
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as confidence in accurate vote recording and counting strengthens democratic stability [1]. However, tradi-
tional voting systems, especially paper-based and centralized infrastructures, remain vulnerable to manipula-
tion, miscounting, ballot loss, and delays in result reporting [2]. Centralized control over voter databases and
vote-counting processes also creates single points of failure that may be exploited by insiders or cyber attackers,
potentially weakening election integrity and public confidence [3]. As electoral systems grow more complex,
maintaining transparency and accountability has become a major challenge for governments and election au-
thorities [4, 5]. Electronic voting systems have been introduced to improve efficiency and accessibility [6], yet
centralized e-voting platforms still raise concerns regarding security, privacy, transparency, and verifiability [7].
Their reliance on proprietary software and centralized servers often prevents independent verification, requir-
ing stakeholders to trust election authorities and technology providers [8]. Studies also report vulnerabilities
such as software errors, misconfigurations, malware attacks, and data breaches [9]. In addition, balancing voter
anonymity with vote integrity remains difficult, as weak privacy protections may enable coercion while in-
sufficient safeguards allow manipulation [10]. These challenges show that simple digitization is insufficient to
ensure trustworthy elections, highlighting the need for technologies that embed transparency and accountability
directly into electoral systems [11].

Blockchain technology offers a decentralized voting framework that enhances transparency, integrity,
traceability, and protection against data manipulation through cryptographic security, timestamps, and im-
mutable records [12, 13, 14]. Theoretically, blockchain supports distributed ledger governance and institutional
governance by promoting decentralized consensus, accountability, and verifiable records to strengthen public
trust [15, 16, 17]. In voting systems, votes can be recorded as verifiable transactions while preserving voter
anonymity through digital signatures, hashing, privacy-preserving protocols, and smart contracts that automate
election procedures and reduce human error [18, 19, 20]. Therefore, this study proposes a blockchain-enabled
voting architecture that integrates decentralized vote recording, secure voter authentication, and verifiable vote
tallying to improve transparency, security, scalability, and feasibility for real-world elections [21, 22].

This research supports SDGs 16 (Peace, Justice, and Strong Institutions), which emphasizes trans-
parent and accountable democratic systems. By utilizing blockchain technology, the proposed voting system
enhances electoral transparency, accountability, and auditability through decentralized and immutable records,
reducing the risk of fraud and corruption. Positioned within the field of blockchain governance and Distributed
Ledger Technologies (DLT), the system leverages decentralized consensus and cryptographic verification to
strengthen institutional transparency. Through performance and scalability evaluation, this study also explores
the optimization of blockchain infrastructure for governance applications, contributing to digital governance,
institutional legitimacy, and increased citizen participation.

The research is guided by the following question: how a blockchain-enabled voting system can be
designed and evaluated to improve transparency, trust, and security in elections while remaining scalable and
feasible for real-world implementation. This question also explores the key factors influencing system adoption,
including usability, regulatory considerations, and technological readiness, as well as how such a system can
address existing challenges in conventional voting processes, such as fraud, lack of transparency, and limited
public trust. Furthermore, the study aims to assess the system’s performance and reliability through appropriate
evaluation methods to ensure its effectiveness in practical, real-world election scenarios.

2. LITERATURE REVIEW

2.1. Blockchain Technology for Secure and Transparent Voting Systems
Blockchain technology has been widely studied as a foundational infrastructure for building secure

and transparent digital systems due to its decentralized and immutable nature [23]. Recent studies emphasize
that blockchain eliminates reliance on centralized authorities by distributing data storage and verification across
multiple nodes, thereby reducing single points of failure and increasing system resilience [24]. In the context of
voting systems, blockchain has been recognized as a promising solution to ensure transparency and integrity in
electoral processes. Researchers argue that blockchain-based voting enables end-to-end verifiability, allowing
stakeholders to independently verify that votes are correctly recorded and counted without revealing voter
identities [25].

Recent studies show that blockchain’s immutability plays an important role in preventing vote tamper-
ing and unauthorized changes to election data [26]. Once recorded on the blockchain, votes become extremely
difficult to alter, which strengthens trust in election outcomes [27]. Blockchain networks also provide transpar-
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ent audit trails that can be accessed by auditors and observers, increasing accountability and reducing disputes
over election results [28]. Beyond elections, blockchain has been widely explored as an infrastructure for digi-
tal governance and public sector transparency, including applications in public records, digital identity, service
delivery, and anti-corruption initiatives [29, 30]. Its decentralized and immutable characteristics enable veri-
fiable and tamper-resistant records that improve accountability in governmental processes [31]. By situating
blockchain-based voting within this broader governance context, this study aligns electoral innovation with on-
going digital governance transformation and presents a conceptual model illustrating how blockchain supports
secure and transparent voting through decentralized vote submission, verification, and recording in a distributed
ledger environment [32, 33].

Figure 1. Conceptual Illustration of a Blockchain Based Voting System

Figure 1 illustrates a blockchain-based voting system in which votes are submitted as encrypted and
digitally signed transactions. Each vote is verified by multiple distributed nodes before being permanently
recorded in an immutable blockchain ledger. This decentralized verification process prevents vote tampering
and unauthorized data modification. In addition, the transparent and auditable ledger allows independent ver-
ification of election results without revealing voter identities. Overall, the figure highlights how blockchain
technology enhances transparency, integrity, and trust in electoral systems.

2.2. Security and Privacy Mechanisms in Blockchain-Based Voting
Recent literature emphasizes that while blockchain enhances transparency, it must be carefully inte-

grated with cryptographic mechanisms to protect voter anonymity and prevent coercion [34]. Studies conducted
after 2022 highlight the use of digital signatures, cryptographic hashing, and zero-knowledge proof techniques
to ensure that votes remain confidential while still being verifiable [35]. Furthermore, researchers note that
voter authentication is a key challenge in blockchain-based voting systems. Secure identity verification mecha-
nisms must guarantee that only eligible voters can participate, while preventing double voting and identity fraud
[36]. Several recent approaches combine blockchain with decentralized identity frameworks to achieve secure
and privacy-preserving voter registration and authentication [37]. These solutions demonstrate that blockchain-
based voting systems can achieve a balance between transparency and privacy when appropriate cryptographic
protocols are applied, reinforcing voter trust without exposing sensitive personal information.
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2.3. Smart Contracts and Automation in Voting Processes
Smart contracts have become a central component in modern blockchain-based voting architectures.

Defined as self-executing programs deployed on blockchain platforms, smart contracts enable the automation of
election rules and procedures [38]. Recent studies suggest that smart contracts can significantly reduce human
intervention in voting processes, thereby minimizing administrative errors and opportunities for manipulation
[39]. Election phases such as voter registration validation, vote casting, and result tallying can be encoded into
smart contracts, ensuring consistent and transparent execution of predefined rules [40]. Post-2022 research also
highlights the role of smart contracts in improving system reliability and auditability. Because smart contracts
are publicly accessible and immutable once deployed, stakeholders can review and verify election logic before
voting begins [41]. This transparency increases confidence in the correctness of election procedures and out-
comes. However, recent literature also emphasizes the importance of formal verification and rigorous testing
of smart contracts to prevent vulnerabilities that could compromise election integrity. These findings underline
the necessity of secure smart contract design as a core element of blockchain-enabled voting systems [42].

2.4. Blockchain Applications for Enhancing Election Transparency and Trust
The application of blockchain technology in electoral systems has gained increasing attention as a

way to improve transparency and public trust [43]. Empirical studies show that blockchain-based voting sys-
tems can enhance voter confidence by enabling transparent, auditable, and tamper-resistant election processes
[44]. Transparency is supported through open access to transaction records, while trust is strengthened through
cryptographic mechanisms that protect vote integrity and authenticity [45]. Research on digital trust further ex-
plains that trust in digital systems emerges from a combination of technological reliability, procedural fairness,
and institutional legitimacy [46]. In both information systems and public administration research, transparency
must be supported by governance structures and accountability mechanisms to effectively build public trust
[47]. Therefore, blockchain-enabled voting can be understood not only as a decentralized technical solution
but also as a governance-oriented digital trust system.

Recent studies also highlight the broader societal and institutional impacts of blockchain-based voting
systems. Transparent digital voting infrastructures may increase voter participation and reduce skepticism
toward electoral authorities, especially in environments with low institutional trust [48]. However, the literature
also identifies challenges related to scalability, usability, and regulatory acceptance, indicating that successful
implementation requires careful system design and policy alignment. From an interdisciplinary perspective,
transparency and trust are shaped not only by technology but also by institutional and governance factors [49].
Transparency theory further suggests that accessible and verifiable digital processes can reduce information
asymmetry and strengthen public confidence in governing institutions. Building on these perspectives, this
study proposes a blockchain-enabled voting system that emphasizes transparency and trust while addressing
security, performance, and practical feasibility considerations [50].

Blockchain technology also aligns with global governance initiatives such as the United Nations Sus-
tainable Development Goals (SDGs), especially SDGs 16: Peace, Justice, and Strong Institutions, which em-
phasizes the importance of transparent, accountable, and inclusive institutions. In the context of electoral
systems, transparent and verifiable voting infrastructures contribute to strengthening democratic governance,
reducing the risk of electoral manipulation, and increasing public confidence in political institutions. Therefore,
the integration of blockchain technology into voting systems not only addresses technical challenges related to
security and transparency but also supports broader global efforts to improve institutional accountability and
democratic participation.

3. RESEARCH METHOD

3.1. Research Design and Approach
This study adopts a system design and evaluation research approach, which is commonly used in

blockchain and information systems research. The primary objective of this approach is to design, implement,
and evaluate a blockchain-enabled voting system that enhances election transparency and public trust. The
research focuses on both technical development and analytical evaluation, ensuring that the proposed system is
not only theoretically sound but also practically feasible.

The research methodology integrates qualitative analysis through literature review and system model-
ing, as well as quantitative evaluation through performance and security assessment. This combined approach
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allows the study to analyze how blockchain characteristics such as decentralization, immutability, and trans-
parency can address key challenges in conventional and electronic voting systems.

3.2. Research Stages
The research is conducted through a structured sequence of stages, starting from problem identification

to system evaluation. Each stage is designed to ensure systematic development and validation of the proposed
blockchain-based voting system.

To clearly describe the systematic process adopted in this study, summarizes the main research stages
and their corresponding activities, outlining the methodological flow used to design, implement, and evaluate
the proposed blockchain-based voting system.

Table 1. Research Stages and Activities
Research Stages Description

Problem Identification
Identifying transparency, trust, and security
issues in existing voting systems

Literature Review
Reviewing recent studies on blockchain,
e-voting, smart contracts, and election security

System Requirement
Analysis

Defining functional and non-functional
requirements of the voting system

System Design
Designing the blockchain-based voting
architecture and smart contracts

System Implementation
Developing and configuring the proposed
voting system

System Evaluation
Evaluating transparency, security,
and performance of the system

Result Analysis
Analyzing findings and identifying
strengths and limitations

Table 1 presents a structured overview of the research methodology, starting from problem identifica-
tion and literature review to system design, implementation, and evaluation. The staged approach ensures that
the proposed voting system is developed based on clearly defined requirements and validated through system-
atic analysis. By following these research stages, the study maintains methodological rigor while enabling a
comprehensive evaluation of how blockchain technology can enhance election transparency and trust.

3.3. Proposed Blockchain-Based Voting System Architecture
The proposed voting system is built on a decentralized blockchain architecture in which votes are

recorded as immutable transactions within a distributed ledger. By removing reliance on a centralized author-
ity, the system improves transparency, security, and reliability, since all transactions are validated and stored
collectively by multiple network nodes. The system consists of several core components that support the
voting process, including voter registration, voter authentication, vote casting, smart contract execution, and
blockchain ledger storage. During the registration stage, eligible voters are verified and enrolled in the system
according to predefined electoral requirements. Once registered, voters must complete a secure authentication
process before accessing the voting interface, ensuring that only authorized participants are able to vote while
maintaining voter confidentiality.

After successful authentication, voters can cast their votes through a secure digital voting interface.
Each vote is encrypted and digitally signed before being transmitted to the blockchain network to guarantee
confidentiality, authenticity, and data integrity. Smart contracts automatically implement election regulations,
including preventing duplicate voting and ensuring that votes are submitted within the authorized voting period.
Once validated by the network, the vote transaction is permanently stored in the blockchain ledger, where it
becomes tamper-resistant and transparently verifiable. Because the ledger is distributed across multiple nodes,
the recorded votes can be independently audited by authorized parties, enabling transparent election results and
strengthening public trust in the electoral process.
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3.4. Research Methodology Workflow
To illustrate the overall research methodology and system development process adopted in this study,

the workflow of the proposed research, highlighting the sequential stages involved in designing, implementing,
and evaluating the blockchain-based voting system.

Figure 2. Workflow of the Research Methodology for Developing a Blockchain Based Voting System

Figure 2 depicts a structured research workflow that begins with problem identification and a com-
prehensive literature review to establish the theoretical foundation of the study. The process continues with
system requirement analysis, which defines the functional and non-functional needs of the voting system, fol-
lowed by system design incorporating blockchain technology and smart contracts. The designed system is then
implemented and evaluated based on security, transparency, and performance criteria. Finally, the results of the
evaluation are analyzed to assess the effectiveness of the proposed approach and to draw conclusions regarding
its potential application in real-world electoral environments.

3.5. Data Collection and Analysis Techniques
This study uses secondary data and system-generated experimental data to evaluate the proposed

blockchain-enabled voting system. Secondary data are obtained from recent academic literature, technical
reports, and standards on blockchain and electronic voting to support system requirements and evaluation cri-
teria. Primary data are collected through system experiments and simulations, including blockchain transaction
records, block confirmation times, validation logs, and smart contract outputs. The evaluation focuses on trans-
action latency, throughput, confirmation time, and validation logs, as these metrics reflect voter responsiveness,
system capacity during peak voting, vote finalization speed, and auditability. Therefore, the simulation provides
practical insights into the system’s operational performance and feasibility for real-world electoral implemen-
tation.

Data analysis is conducted using qualitative and quantitative approaches. Qualitative analysis evalu-
ates transparency, auditability, and compliance with election requirements, while quantitative analysis measures
performance indicators such as latency, throughput, and confirmation time. A comparative analysis with con-
ventional and centralized electronic voting systems is also performed to assess improvements in transparency,
security, and trust.

3.6. System Evaluation
The evaluation of the proposed system is conducted by analyzing its ability to address key election

challenges. Security evaluation examines resistance to vote tampering and unauthorized access, while trans-
parency evaluation focuses on auditability and verifiability of election data. Performance evaluation considers
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transaction processing efficiency and system scalability. The results of this evaluation are used to determine
the feasibility of implementing blockchain-based voting systems in real-world electoral environments and to
identify areas for future improvement.

4. RESULTS AND DISCUSSION

4.1. System Implementation Results
The blockchain-enabled voting system proposed in this study was successfully implemented based

on the design specifications and methodological framework described in Chapter 3. The system integrates a
decentralized blockchain network, smart contracts, and cryptographic mechanisms to support secure voter au-
thentication, vote casting, and vote storage. Each vote submitted by a registered voter is encrypted, digitally
signed, and stored as an immutable transaction on the blockchain ledger. The implementation confirms that
smart contracts effectively enforce election rules, including voter eligibility verification, prevention of double
voting, and enforcement of voting time constraints. While prior blockchain-based voting studies have primarily
focused on conceptual frameworks or isolated security features, the originality of the proposed system lies in
its integrated architectural design that operationalizes governance principles through enforceable smart con-
tract mechanisms. Unlike approaches that merely record votes on-chain, this system embeds rule validation,
voter eligibility checks, time-bound constraints, and duplicate vote prevention directly within the smart con-
tract logic, ensuring automated procedural compliance. Furthermore, the architecture combines decentralized
ledger storage with structured performance evaluation under simulated voting loads, enabling a comprehensive
assessment of both governance integrity and operational feasibility. This integrated system-level approach dis-
tinguishes the present study from earlier works that emphasize conceptual blockchain adoption without detailed
architectural enforcement mechanisms. Once a vote is recorded, it becomes permanently stored and cannot be
altered or removed, ensuring data immutability.

4.2. Functional Validation of the Voting Process
Functional validation was conducted to assess whether each stage of the voting process operates cor-

rectly. The voter registration and authentication modules successfully verified voter eligibility before allowing
access to the voting interface. Unauthorized users were prevented from submitting votes, ensuring compli-
ance with election rules. During the vote casting phase, the system correctly recorded each vote as a unique
blockchain transaction. The validation mechanism ensured that each voter could cast only one vote, and any
attempt at duplicate voting was automatically rejected by the smart contract. These results confirm that the
system provides reliable and consistent voting functionality, addressing common weaknesses in conventional
and centralized electronic voting systems.

4.3. Transparency and Auditability Evaluation
Transparency and auditability are critical factors in building trust in electoral systems. The results

show that the proposed blockchain-based voting system enables end-to-end transparency by maintaining a
publicly verifiable ledger of voting transactions. Authorized election observers and auditors can independently
verify the number of votes recorded and ensure that all votes are included in the final tally.

The immutable nature of the blockchain ensures that any attempt to manipulate vote data would be
immediately detectable. Unlike traditional voting systems that rely on centralized authorities, the proposed
system distributes trust across multiple nodes, significantly reducing the potential for manipulation or biased
control. These findings demonstrate that blockchain technology effectively enhances transparency and account-
ability in the electoral process. In practical terms, enhanced auditability enables election observers, regulatory
bodies, and independent auditors to verify vote inclusion and integrity without relying solely on centralized
authorities. This reduces post-election disputes and strengthens institutional legitimacy. For public sector prac-
titioners, such audit mechanisms can also serve as a model for other governance processes requiring verifiable
digital records.

4.4. Security and Integrity Assessment
Security analysis indicates that the proposed system provides strong protection against vote tampering,

unauthorized access, and data manipulation. Cryptographic techniques, including hashing and digital signa-
tures, ensure that each vote is authentic and verifiable. Any modification to stored voting data would result
in hash mismatches, making tampering attempts easily detectable. Additionally, the decentralized blockchain
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architecture minimizes the risk of single points of failure and insider threats, which are common vulnerabilities
in centralized voting infrastructures.

Figure 3. Security and Integrity Features of the Blockchain Based Electronic Voting System

Figure 3 illustrates the security and integrity mechanism of the proposed blockchain-based electronic
voting system. As shown in the figure, the voting process begins with voter authentication, followed by vote en-
cryption, digital signature validation, and hash generation before the vote is stored in a decentralized blockchain
network. The figure also highlights key security functions, including tamper detection through hash mismatch
alerts, unauthorized access prevention, and voter privacy protection by separating voter identity from vote con-
tent. These mechanisms demonstrate that the proposed system can enhance vote authenticity, verifiability,
immutability, privacy, and resilience against single points of failure.

4.5. Performance and Scalability Results
Performance evaluation using experimental data shows that the proposed blockchain-based voting

system can process transactions within acceptable time limits under simulated voting loads. Compared with
public blockchains and centralized e-voting systems, this architecture offers moderate latency while improving
transparency, tamper resistance, and system reliability. Although latency increases with voter volume due to
consensus mechanisms, the system remains stable without data loss, making it feasible for small to medium-
scale elections. For large-scale national use, further optimization through permissioned blockchain, layer-2
scaling, or hybrid on-chain/off-chain models is required to improve throughput and scalability.

4.6. Comparative Analysis with Conventional Voting Systems
A comparative evaluation of the proposed blockchain-based voting system and conventional methods,

including paper-based and centralized electronic voting systems, shows that the blockchain approach offers
greater transparency, auditability, and data integrity. Unlike many previous studies that focus mainly on cryp-
tographic security or theoretical decentralization, this framework integrates governance aspects by aligning
smart contract mechanisms with institutional election rules. The study also strengthens existing research by
incorporating scalability testing, performance evaluation, and feasibility analysis under different voting loads,
providing empirical validation often absent in earlier models. Compared with traditional election systems, the
proposed approach eliminates reliance on trusted third parties through decentralized consensus, although it in-
troduces higher technical complexity and computational demands. Paper-based elections rely heavily on man-
ual procedures that are prone to human error and logistical inefficiencies, while centralized electronic systems
improve efficiency but still face transparency limitations and single points of failure. In contrast, blockchain-
based voting provides verifiable and tamper-resistant records, highlighting a trade-off between operational sim-
plicity and governance-level transparency and emphasizing the need for balanced and context-aware adoption
strategies in real-world electoral systems.

4.7. Discussion of Research Objectives and Findings
The results of this study show that the proposed blockchain-enabled voting system effectively im-

proves election transparency, security, and public trust through immutable and auditable vote records while
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reducing reliance on centralized control. In addition to electoral applications, the findings highlight the broader
potential of blockchain technology in supporting public sector transparency, such as in budget monitoring, pub-
lic procurement, digital identity management, and policy auditing, by enabling verifiable public records and
strengthening accountability in digital governance. However, the study also identifies limitations related to scal-
ability, system complexity, and implementation costs. To address these challenges, several practical strategies
are recommended, including phased pilot implementations, the use of permissioned blockchain architectures
to manage computational demands, and hybrid models that combine on-chain verification with off-chain pro-
cessing. Strong governance frameworks, including cybersecurity management and regulatory alignment, are
also necessary to ensure sustainable operation. Although further research and real-world testing are still re-
quired, the findings indicate that blockchain technology has strong potential to enhance transparency and trust
in modern electoral systems.

5. MANAGERIAL IMPLICATIONS

The findings of this study provide important implications for policymakers, election authorities, and
technology decision-makers considering blockchain-based voting systems. The improved transparency and
auditability suggest that election management bodies should consider decentralized architectures to reduce
single points of failure and increase public trust in election results. The use of smart contracts also indicates
that governance processes such as voter verification, voting procedures, and vote counting can be automated,
helping reduce human error, administrative bias, and operational inefficiencies while shifting managerial roles
toward system monitoring and compliance oversight.

In addition, the performance and scalability results highlight the need for careful planning in tech-
nology implementation. Decision-makers should evaluate election scale, network capacity, and computational
resources before adopting blockchain systems. For large-scale elections, approaches such as permissioned
blockchains or layer-2 solutions may help balance security and efficiency. A gradual integration strategy such
as initially using blockchain for vote auditing, result verification, or post-election transparency can support
smoother adoption. Furthermore, investment in cryptographic infrastructure, technical expertise, staff train-
ing, and cybersecurity governance is necessary to ensure reliable system operation, regulatory compliance, and
long-term public trust in digital electoral technologies.

6. CONCLUSION

This study concludes that the proposed blockchain-enabled voting system is effective in enhancing
election transparency, security, and public trust. The results demonstrate that the integration of decentralized
blockchain architecture and smart contracts enables immutable vote recording, transparent audit trails, and se-
cure enforcement of election rules. The system successfully addresses key weaknesses of conventional and
centralized electronic voting systems, particularly in terms of data integrity, auditability, and resistance to ma-
nipulation. Overall, the findings confirm that blockchain technology provides a robust and reliable foundation
for modern digital voting systems.

The research questions of this study are adequately answered through system implementation and
evaluation. The findings indicate that blockchain-based voting can significantly improve transparency and trust
by eliminating single points of failure and enabling independent verification of election results. However,
this study also has several limitations. The system evaluation was conducted under simulated conditions, and
real-world electoral complexities such as large-scale voter participation, legal constraints, and infrastructure
readiness were not fully addressed. In addition, scalability and computational overhead remain significant
challenges for the adoption of blockchain in nationwide elections.

Future research should focus on improving the scalability and performance of blockchain-based vot-
ing systems to better support large-scale electoral processes. Further studies may explore hybrid architectures,
permissioned blockchains, or layer-2 solutions to reduce latency and computational costs. Moreover, future
research should involve real-world pilot implementations and take into account legal, social, and regulatory
factors to ensure practical feasibility. By addressing these aspects, future studies can contribute to the develop-
ment of secure, transparent, and trustworthy electoral systems suitable for broader adoption.
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