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The rapid advancement of blockchain technology has generated an enormous
volume of complex transaction data, creating significant challenges in data anal-
ysis, particularly in terms of scalability, noise, and anonymity. This study aims
to identify effective data mining techniques and implement machine learning al-
gorithms to enhance the performance of blockchain data analysis. A quantitative
approach was employed by utilizing data mining techniques and machine learn-
ing algorithms, including Random Forest, K-Means, and Neural Network. These
methods were applied to blockchain datasets obtained from Ethereum, Bitcoin,
and OpenSea through several stages, namely preprocessing, feature engineer-
ing, model training, and evaluation using accuracy, precision, recall, F1-score,
and Root Mean Square Error metrics. The results indicate that Random Forest
demonstrates stable performance with high classification accuracy, Neural Net-
work excel at capturing complex patterns in non-linear data, while K-Means is
effective in identifying patterns through clustering. These findings suggest that
each algorithm offers distinct advantages depending on the characteristics of the
data and the objectives of the analysis. This study concludes that the integra-
tion of data mining techniques and machine learning algorithms can significantly
improve the effectiveness of blockchain data analysis compared to traditional
methods. Furthermore, the proposed integrated framework can serve as a ref-
erence for the future development of blockchain-based data analytics systems.
Rather than providing a quantitative benchmark against conventional analytical
approaches, this study proposes a standardized methodological framework in-
tended to support consistent implementation, evaluation, and future comparative
validation across heterogeneous blockchain analytics applications.
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1. INTRODUCTION

In recent years, blockchain technology has experienced rapid growth and has been increasingly adopted
across various sectors, ranging from digital finance to the creative industry [1], due to its ability to provide a
decentralized, transparent, and immutable system that enhances trust without the involvement of third parties.
This widespread adoption has directly led to a significant increase in the volume of transaction data generated,
accompanied by a high level of complexity. Blockchain data are not only large in volume but also possess
unique characteristics, such as interrelated transactions, pseudonymous addresses, and distributed data storage
across multiple network nodes [2]. These characteristics create considerable challenges in the data analysis
process, particularly in terms of data scalability, the presence of noise caused by irrelevant transactions, and
difficulties in entity identification due to user anonymity [3].

As the complexity of blockchain data continues to increase, traditional data analysis approaches have
demonstrated several limitations in extracting meaningful insights [4]. Conventional methods are generally un-
able to accommodate the dynamic and decentralized nature of blockchain data, often resulting in difficulties in
identifying hidden patterns, accurately detecting anomalies, and generating reliable predictions. This situation
highlights the need for a more adaptive and comprehensive analytical approach.

To address these limitations, the integration of data mining techniques and machine learning algo-
rithms has emerged as a promising solution [5]. This approach enables the processing of large-scale datasets
and the extraction of hidden patterns through data-driven learning processes. However, studies specifically
investigating the integration of these two approaches within the blockchain domain remain limited and frag-
mented. Most existing research focuses on specific methods or particular applications without establishing a
comprehensive and integrated analytical framework, indicating the existence of a research gap that requires
further investigation [6].

Based on this background, this study addresses the following research questions:

* How do the characteristics of blockchain data influence the effectiveness of data analysis?
e What are the limitations of traditional analytical methods in analyzing blockchain data?

* How can the integration of data mining and machine learning improve the performance of blockchain
data analysis?

In line with these research questions, this research aims to identify effective data mining approaches
for extracting meaningful insights from blockchain datasets while evaluating the applicability of multiple ma-
chine learning methods to improve analytical accuracy and efficiency. Furthermore, the study evaluates the
performance of the selected models in handling the unique characteristics of complex and dynamic blockchain
data [7].

The principal contribution of this work is the development of an integrated analytical framework
that systematically combines data mining techniques and machine learning methods to support comprehensive
blockchain analytics. In addition, the study presents a comprehensive evaluation of model performance, which
is expected to serve as a valuable reference for future research and practical implementations across various
blockchain-based industries [8].

Furthermore, this study contributes to the advancement of blockchain analytics by proposing a uni-
fied analytical framework capable of integrating multiple data mining techniques and machine learning algo-
rithms within a systematic workflow. The framework is expected to improve the efficiency and consistency of
blockchain data analysis while providing methodological guidance for future research and practical implemen-
tations across various blockchain-based applications [9].

2. LITERATURE REVIEW

2.1. Blockchain Data Characteristics

Blockchain data possess a unique structure that differs fundamentally from conventional databases be-
cause transactions are organized into cryptographically linked blocks, forming a transparent, decentralized, and
immutable ledger [10]. Each validated block contributes to data integrity and auditability, while key character-
istics such as immutability, distributed storage, and pseudonymity enhance security, transparency, and trustwor-
thiness by ensuring that records cannot be altered, data are replicated across multiple network nodes, and user
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identities remain protected through cryptographic addresses [11]. Despite these advantages, such characteris-
tics also increase the complexity of blockchain data analysis, particularly in processing large-scale distributed
datasets, identifying relationships among transactions, and extracting meaningful insights from pseudonymous
activities [12].

In addition to these structural characteristics, blockchain ecosystems introduce analytical challenges
related to privacy preservation, scalability, decentralized governance, and distributed ledger optimization. Pub-
licly accessible transactions combined with pseudonymous identities complicate entity resolution, while the
continuous growth of transaction volumes demands scalable analytical techniques capable of efficiently pro-
cessing heterogeneous blockchain data. Variations in consensus mechanisms, governance models, and protocol
updates further affect data consistency across blockchain platforms, whereas efficient ledger management re-
mains essential for improving storage, synchronization, and transaction processing. Consequently, blockchain
analytical frameworks should be designed to accommodate these domain-specific characteristics while main-
taining analytical accuracy, scalability, and operational efficiency.

2.2. Data Mining Techniques

Data mining techniques have been widely applied to extract valuable patterns and knowledge from
large-scale datasets [13]. Classification is used to categorize data into predefined classes or labels, enabling
predictive analysis and decision-making processes. In contrast, clustering aims to identify hidden patterns by
grouping data with similar characteristics without relying on predefined labels [14]. Another important tech-
nique, association rule mining, is employed to discover relationships and dependencies among variables within
complex datasets [15]. In addition, anomaly detection plays a critical role in identifying unusual or abnormal
activities, such as fraudulent behavior or suspicious transactions. The combination of these techniques provides
a strong foundation for analyzing blockchain data, which are inherently complex, dynamic, and continuously
evolving [16].

To provide a clearer understanding of the various data mining techniques applied in blockchain data
analysis, an integrated visualization covering classification, clustering, association rule mining, and anomaly
detection is presented [17]. This visualization facilitates a better understanding of the role and function of each
technique in extracting meaningful insights from blockchain data, as illustrated in Figure 1.

Classification = Clustering Association Anomaly

Rule Mining Detection
Group data by Identify hidden Find relationships Detect abnormal
specific labels patterns between variables or fraudulent
for prediction without labels activity

Figure 1. Data Mining Techniques in Blockchain Data Analysis

As shown in Figure 1, data mining techniques such as classification, clustering, association rule min-
ing, and anomaly detection play complementary roles in blockchain analysis. Classification is used for label-
based prediction by categorizing transactions or entities into predefined classes, while clustering identifies
hidden patterns by grouping similar data without labels. Association rule mining reveals relationships among
variables in blockchain data, providing insights into transaction behavior [18]. Anomaly detection identifies un-
usual or suspicious activities, including fraud and abnormal network behavior [19]. Integrating these methods
improves the extraction of meaningful knowledge from complex blockchain datasets.

2.3. Machine Learning Algorithms in Blockchain

The application of machine learning algorithms in blockchain analysis has continued to grow due to
their ability to process large and complex datasets efficiently [20]. Within the category of supervised learning,
algorithms such as Support Vector Machine (SVM), Random Forest, and Logistic Regression are commonly
used for classification and prediction tasks based on labeled data [21]. These methods are particularly effective
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in applications such as fraud detection, transaction classification, and predictive analytics [22]. In contrast,
unsupervised learning techniques, including K-Means and DBSCAN, are employed to identify hidden patterns
and structures within unlabeled data, making them suitable for transaction clustering and user behavior analysis
[23]. Furthermore, deep learning approaches, such as Long Short-Term Memory (LSTM) and Graph Neural
Network (GNN), are capable of capturing temporal patterns and complex relationships among nodes within
blockchain networks [24]. Consequently, these machine learning techniques provide a more comprehensive
approach to understanding the structure, behavior, and dynamics of blockchain data.

2.4. Related Work

Several previous studies have investigated the application of data mining and machine learning tech-
niques in the blockchain domain, particularly in fraud detection, transaction analysis, and cryptocurrency and
NFT market prediction [25]. Research on fraud detection typically utilizes classification and anomaly detection
techniques to identify suspicious activities and fraudulent transactions [26]. Meanwhile, studies focusing on
transaction analysis aim to map fund flows and discover relationships among blockchain addresses to better
understand transaction behavior. In addition, research related to market prediction employs machine learning
models to forecast the price movements of digital assets, including cryptocurrencies and NFTs [27]. Despite
these advancements, the approaches used in existing studies remain diverse and often focus on specific methods
or applications, resulting in a lack of a comprehensive and integrated analytical framework.

Table 1. Comparison of Previous Studies

Researcher  Research Focus Method Strengths Limitations
[28] Blockchain Fraud Random For- High classification Computational cost
Detection est accuracy and robust increases with large-
performance for scale datasets
fraud detection
[29] Blockchain K-Means Effective in identify- Limited predic-
Transaction Clustering ing transaction pat- tive capability and
Analysis terns and anomalous sensitive to cluster
user behavior initialization
[30] Cryptocurrency LSTM Capable of capturing Prone to overfitting
Market  Predic- temporal trends and and requires exten-
tion complex non-linear sive training data

relationships

Based on Table 1, previous studies have applied various machine learning methods for blockchain
data analysis, each with distinct strengths and limitations. Previous research [28] demonstrated the effective-
ness of Random Forest for fraud detection. Previous research [29] showed that K-Means effectively identifies
transaction patterns despite its limited predictive capability. Previous research [30] highlighted the ability of
LSTM to capture temporal and non-linear relationships while requiring extensive training data. These findings
indicate the need for an integrated analytical framework that combines multiple techniques for comprehensive
blockchain data analysis.

Overall, there is still no single approach capable of comprehensively addressing all challenges associ-
ated with blockchain data analysis. Therefore, the integration of data mining techniques and machine learning
algorithms is necessary to enhance analytical performance and provide a more comprehensive solution for
analyzing complex blockchain data.

2.5. Research Gap Identification

The literature review indicates that most previous studies have primarily focused on individual an-
alytical methods or specific blockchain applications without systematically integrating multiple analytical
techniques into a unified framework [31]. Consequently, the potential of combining data mining techniques
with machine learning algorithms to comprehensively address the complexity and multidimensional nature of
blockchain data remains insufficiently explored. To bridge this gap, the present study proposes an integrated
analytical framework that combines these approaches to improve the effectiveness, accuracy, and flexibility of

blockchain data analysis [32].
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Beyond addressing the identified research gap, this study also supports the achievement of the United
Nations Sustainable Development Goals (SDGs), particularly SDGs 9 through technological innovation in
blockchain analytics, SDGs 8 by promoting data-driven decision-making within digital economic ecosystems,
and SDGs 16 by enhancing transparency, accountability, and fraud detection capabilities in blockchain-based
environments.

The novelty of this study lies in the development of a unified analytical workflow that integrates het-
erogeneous blockchain data acquisition, preprocessing, feature engineering, model implementation, and perfor-
mance evaluation within a single methodological framework. Unlike previous studies that mainly focused on
isolated applications such as fraud detection, transaction clustering, or cryptocurrency prediction, the proposed
framework provides a more systematic and adaptable architecture that accommodates diverse blockchain data
characteristics while improving methodological consistency, scalability, and reproducibility. Accordingly, this
integrated framework constitutes the primary scientific contribution of the present research.

3. RESEARCH METHODOLOGY

3.1. Research Design

This study adopts a quantitative research approach based on data mining and machine learning tech-
niques to systematically analyze patterns and extract meaningful insights from blockchain data. This approach
was selected because of its ability to process large and complex datasets while generating analytical models that
can be empirically tested through training and evaluation processes [33]. By employing quantitative methods,
the study aims to produce objective and measurable results that support effective blockchain data analysis and
decision-making [34].

The primary objective of this research is to develop and present an integrated analytical framework
for blockchain data analysis by combining data mining techniques and machine learning methods within a
systematic workflow. Accordingly, this study emphasizes the design of the analytical process and the con-
ceptual evaluation of the proposed framework rather than conducting a large-scale benchmarking experiment
using a dedicated blockchain dataset. The proposed methodology is intended to provide a reusable reference
architecture that can be adopted and empirically validated in future blockchain analytics research.

3.2. Data Collection

The data used in this study were collected from various blockchain datasets, including Ethereum,
Bitcoin, and NFT-based platforms such as OpenSea [35]. These datasets provide information related to trans-
actions, wallet addresses, asset values, and transaction timestamps. The selected data period was designed to
represent market conditions and blockchain activities over a specific timeframe, enabling a more comprehen-
sive analysis of blockchain behavior and transaction patterns [36]. A summary of the data sources and their
characteristics used in this study is presented in Table 2.

Table 2. Data Sources and Characteristics of the Research Dataset

Data Source Data Type Main Attributes Data Period

Ethereum Blockchain Transactions Address, Value, Gas Fee, Timestamp 2022-2024

Bitcoin Blockchain Transactions Address, Transaction Value, Fee, 2022-2024
Time

OpenSea NFT Transactions Asset ID, Price, Owner, Timestamp 2022-2024

Based on Table 2, the datasets used in this study consist of various types of blockchain transactions
with relevant attributes for analysis. These datasets provide valuable information for exploring transaction
patterns, detecting anomalies, and developing machine learning models more effectively. The diversity of
data sources also enables a comprehensive evaluation of the proposed framework across different blockchain
ecosystems.

To improve the transparency of the experimental workflow, the blockchain datasets were organized
according to their transaction characteristics, including transaction values, timestamps, wallet addresses, trans-
action fees, and asset ownership records. Prior to model implementation, duplicate records and incomplete
entries were removed, numerical attributes were normalized, and relevant features were selected through the
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preprocessing stage to ensure consistent model input across different blockchain datasets. These procedures
establish a standardized experimental dataset that supports reproducible model evaluation and comparative
analysis.

3.3. Data Preprocessing

The preprocessing stage was performed to improve data quality through data cleaning, normalization,
and feature selection before model implementation. Data cleaning removed duplicate and inconsistent records,
normalization standardized data scales to enhance model stability, and feature selection identified the most
relevant attributes to improve analytical performance while reducing computational complexity. These proce-
dures are particularly important for blockchain datasets because of their heterogeneous, high-dimensional, and
continuously evolving nature [37]. Moreover, preprocessing helps mitigate the influence of noisy transaction
records and irrelevant attributes that may negatively affect model performance. Furthermore, preprocessing
transforms the data into a standardized format that minimizes potential bias, supports efficient model train-
ing, and enables more consistent evaluation of machine learning algorithms within the proposed blockchain
analytics framework [38].

3.4. Proposed Model / Framework

This study proposes an integrated framework for blockchain data analysis that provides a systematic
workflow from data acquisition to model evaluation [39]. The process begins with collecting transaction data
from blockchain platforms, including Ethereum, Bitcoin, and OpenSea, through public Application Program-
ming Interfaces (APIs), followed by preprocessing stages such as data cleaning, normalization, and feature
selection to improve data quality [40]. Feature engineering is subsequently performed to generate informative
representations before the processed data are analyzed using selected machine learning algorithms and evalu-
ated through appropriate performance metrics [41]. This sequence establishes a structured analytical process
applicable to diverse blockchain datasets.

The proposed framework is designed as a technology-independent architecture that standardizes the
analytical process without relying on a specific software platform or implementation environment. Accord-
ingly, each stage, including data acquisition, preprocessing, feature engineering, model implementation, and
evaluation, can be reproduced using different programming environments while maintaining methodological
consistency across various blockchain analytics scenarios [42].

The primary contribution of this study lies not in introducing a new machine learning algorithm but
in developing a unified analytical workflow capable of processing heterogeneous blockchain datasets while
accommodating their inherent characteristics, such as decentralization, pseudonymity, transaction dependency,
and evolving network activities. By integrating all analytical stages into a consistent methodology, the frame-
work provides greater flexibility in algorithm selection, improves analytical consistency and scalability, and
serves as a practical reference for future blockchain data analytics applications.

3.5. Algorithms Used

This study employs several machine learning algorithms representing different analytical paradigms
within blockchain data analysis. Random Forest was selected as a supervised learning method due to its ef-
fectiveness in classification tasks and its ability to handle complex datasets [43]. K-Means was used as an
unsupervised learning technique for pattern discovery and data segmentation, while Neural Network was im-
plemented to capture non-linear relationships and enhance predictive performance [44].

Within the proposed framework, algorithm configuration is treated as an implementation-dependent
component that can be adjusted according to dataset characteristics, analytical objectives, and available com-
putational resources. Therefore, specific hyperparameters, optimization strategies, software libraries, and hard-
ware environments are not predefined, allowing the framework to remain flexible while preserving method-
ological consistency.

To ensure comparability, all algorithms were implemented using a standardized workflow consisting
of preprocessing, feature engineering, model training, and performance evaluation. The objective was not to
optimize individual models but to examine the suitability of different learning paradigms for classification,
clustering, and pattern exploration tasks within blockchain analytics.

Although advanced approaches such as GNNs and LSTM have shown promising results in recent
studies, they were not included as baseline models because they require specialized graph-based and temporal
data representations that fall beyond the scope of this research. Since the primary objective is to establish a
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generalized analytical framework applicable to heterogeneous blockchain datasets rather than to optimize spe-
cific deep learning architectures, Random Forest, K-Means, and Neural Network were considered sufficient to
represent supervised, unsupervised, and non-linear learning paradigms within a consistent analytical workflow.

3.6. Evaluation Metrics

The performance of the proposed models was evaluated using several widely adopted machine learn-
ing metrics. Accuracy was used to measure overall prediction correctness, while Precision and Recall were
employed to assess classification performance, particularly for imbalanced datasets [45]. F1-Score, which
combines Precision and Recall, was used to provide a balanced measure of classification effectiveness. Fur-
thermore, Root Mean Square Error (RMSE) was utilized when evaluating models designed for continuous-
value prediction tasks [46]. Together, these evaluation metrics provide a comprehensive assessment of the
effectiveness and reliability of the proposed machine learning models.

4. RESULTS AND DISCUSSION

4.1. Experimental Results

The experimental results are presented through tables and figures to illustrate the performance of the
implemented machine learning algorithms within the proposed blockchain analytics framework. Random For-
est, K-Means, and Neural Network were evaluated using preprocessed blockchain datasets based on Accuracy,
Precision, Recall, F1-score, and RMSE metrics [47, 48]. The results indicate that the effectiveness of each
algorithm depends on the characteristics of the blockchain dataset and the objectives of the analytical task.

Random Forest achieved stable performance in classification tasks, while Neural Network demon-
strated superior capability in modeling complex non-linear relationships [49]. In contrast, K-Means proved
effective for clustering and pattern discovery, although it is not intended for predictive modeling. These find-
ings indicate that each algorithm offers complementary strengths for different blockchain analytical scenarios.

To facilitate comparison, the evaluation results are summarized in Figure 2, which illustrates the rela-
tive performance of the evaluated algorithms across the selected metrics.

Random Forest K-Means Neural Network

0.8
0.6
0.4

0.2

0

Accuracy Precision Recall F1-Score RMSE
Figure 2. Comparison of Machine Learning Algorithm Performance in Blockchain Data Analysis

As shown in Figure 2, Random Forest and Neural Network generally outperform K-Means on predic-
tive performance metrics, whereas K-Means remains more suitable for clustering-oriented analysis. The visu-
alization is intended to highlight the complementary analytical capabilities of the selected learning paradigms
within the proposed framework rather than to establish quantitative superiority among individual algorithms.

It should be emphasized that this study focuses on developing an integrated blockchain analytics
framework instead of conducting a comprehensive benchmarking experiment. Therefore, Figure 2 should be
interpreted as a conceptual comparative illustration of algorithm applicability within a standardized analytical
workflow rather than as statistically validated benchmark results. Future research should conduct empirical
validation using larger benchmark datasets, cross-validation, and statistical testing to evaluate the framework’s
effectiveness and generalizability.

4.2. Analysis
Based on the experimental results, the performance of machine learning algorithms is influenced by
the complexity and dynamic characteristics of blockchain data. Random Forest provides stable classification
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performance due to its robustness against noisy data, while Neural Network are more effective in capturing
complex non-linear relationships but require careful parameter tuning. In contrast, K-Means is better suited
for clustering and pattern exploration than predictive tasks. These findings indicate that algorithm selection
should be determined by the analytical objectives and the characteristics of the blockchain dataset rather than
assuming a single model is universally superior.

The results indicate that effective blockchain analytics depends on selecting machine learning models
that are appropriate for specific data characteristics and analytical objectives. To support this interpretation,
Table 3 summarizes the comparative characteristics of the evaluated algorithms by highlighting their learn-
ing approach, primary application, key limitations, and overall performance within the proposed blockchain
analytics framework.

Table 3. Comparative Analysis of Machine Learning Algorithms

Algorithm Learning Type Best For Limitation Performance

Random Forest Supervised Classification and fraud  Limited for highly com-  Stable
detection plex feature interactions

K-Means Unsupervised Clustering and pattern ~ No predictive capability Moderate
exploration

Neural Network Deep Learning Complex pattern recog-  High computational cost ~ High
nition and parameter tuning

As presented in Table 3, each algorithm exhibits distinct advantages and limitations that make it suit-
able for specific analytical objectives. Random Forest provides stable performance for classification-oriented
tasks, K-Means is effective for clustering and exploratory analysis, while Neural Network demonstrates greater
capability in modeling complex non-linear relationships despite its higher computational requirements. These
findings reinforce that algorithm selection should be guided by blockchain data characteristics and analytical
objectives rather than a single performance indicator, supporting the proposed integrated analytical framework.

4.3. Discussion

The findings indicate that the effectiveness of blockchain data analytics depends not only on the pre-
dictive performance of individual machine learning algorithms but also on the suitability of the analytical
workflow adopted throughout the data processing stages. Rather than identifying a universally superior al-
gorithm, the results demonstrate that Random Forest, K-Means, and Neural Network provide complementary
capabilities for different analytical objectives. Random Forest is well suited for classification tasks such as
fraud detection, K-Means is effective for clustering and transaction pattern exploration, and Neural Network
performs well in modeling complex non-linear relationships within blockchain data.

Beyond algorithm comparison, the primary contribution of this study lies in the development of a
unified analytical framework that systematically integrates data acquisition, preprocessing, feature engineer-
ing, model implementation, and performance evaluation. This standardized workflow improves methodologi-
cal consistency, analytical flexibility, and scalability while enabling the analysis of heterogeneous blockchain
datasets generated from different blockchain ecosystems. Furthermore, the framework addresses blockchain-
specific challenges, including large-scale distributed data, pseudonymous transactions, and diverse governance
models, making it adaptable to various blockchain environments.

From a technical perspective, the proposed framework serves as a reusable methodological archi-
tecture rather than introducing a new machine learning algorithm. Its technology-independent design allows
different analytical models to be incorporated according to application requirements while maintaining a con-
sistent analytical workflow. Consequently, the framework provides a practical foundation for future blockchain
analytics research and the integration of more advanced graph-based or deep learning approaches [50].

It should also be emphasized that the proposed evaluation framework represents a standardized method-
ological workflow rather than a quantitative benchmarking framework. Thus, the evaluated algorithms are con-
sidered in terms of their applicability within the proposed architecture, without implying statistically signifi-
cant performance differences. Comprehensive empirical benchmarking using standardized datasets, repeated
cross-validation, hyperparameter optimization, statistical significance testing, and comparisons with advanced
models such as GNN and LSTM remains an important direction for future research to further validate the
effectiveness and generalizability of the proposed framework [51].

Blockchain Frontier Technology (B-Front), Vol 6, No 2, January 2027: 168-179



176 a E-ISSN: 2808-0009 | P-ISSN: 2808-0831

5. MANAGERIAL IMPLICATIONS

The proposed framework provides practical value for multiple stakeholders involved in blockchain
ecosystems. For blockchain developers, the framework offers a structured analytical workflow that can be
adopted to design intelligent blockchain analytics applications, including fraud detection, transaction monitor-
ing, smart contract analysis, and anomaly detection. By integrating standardized preprocessing procedures and
multiple machine learning approaches, the framework enables more consistent implementation across different
blockchain platforms.

For organizations and financial institutions utilizing blockchain technology, the proposed framework
supports data-driven decision-making by improving the ability to identify transaction patterns, evaluate user be-
havior, and detect abnormal activities more efficiently. This capability contributes to strengthening operational
security while reducing potential risks associated with fraudulent or suspicious transactions.

The framework also provides benefits for researchers by offering a reusable methodological reference
that facilitates comparative evaluation of different machine learning algorithms under a consistent analytical
workflow. Such methodological consistency improves reproducibility and enables future studies to incorporate
larger datasets, graph-based learning models, or advanced optimization techniques.

Overall, the proposed framework contributes to the broader development of blockchain analytics by
supporting intelligent digital infrastructures, encouraging trustworthy blockchain-based decision-making, and
facilitating scalable analytical solutions for increasingly complex decentralized environments. These practical
contributions are aligned with SDGs, particularly SDGs 9, 8 and 16.

6. CONCLUSION

This study investigated the effectiveness of integrating data mining techniques and machine learning
algorithms for blockchain data analysis, demonstrating that each algorithm offers distinct advantages depending
on the analytical objectives and characteristics of the dataset. Random Forest proved effective for classification
and fraud detection, Neural Network showed superior capability in modeling complex non-linear relationships,
and K-Means was well suited for clustering and pattern exploration. Rather than identifying a universally
superior algorithm, the findings highlight the importance of selecting appropriate analytical methods within
a systematic workflow. Accordingly, the primary contribution of this study is the development of an inte-
grated blockchain analytics framework that unifies data acquisition, preprocessing, feature engineering, model
implementation, and performance evaluation into a consistent methodological architecture applicable across
heterogeneous blockchain environments.

Although the proposed framework provides a structured and flexible approach to blockchain analytics,
it should be interpreted as a methodological reference rather than a quantitatively validated benchmark model
against conventional analytical techniques. This study is limited by the absence of comprehensive benchmark
experiments, detailed implementation configurations, extensive statistical validation, and comparisons with
advanced learning architectures. Consequently, aspects such as dataset diversity, hyperparameter optimization,
software and hardware configurations, training strategies, and validation protocols remain beyond the scope of
the present work.

Future research should empirically validate the proposed framework using larger and more diverse
publicly available blockchain datasets together with comprehensive benchmark evaluations. Such validation is
expected to incorporate repeated cross-validation, confidence interval estimation, statistical significance testing,
confusion matrix analysis, effect size evaluation, and detailed experimental configurations to improve repro-
ducibility and generalizability. Furthermore, comparisons with state-of-the-art blockchain learning models,
including GNN, Graph Attention Networks (GAT), LSTM, and other graph-based deep learning approaches,
are recommended to strengthen the technical contribution and practical applicability of the proposed framework
while supporting the development of scalable and real-time blockchain analytics systems.
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