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Abstract

Blockchain is the newest innovation in the fields of internet of things, social media,
and cloud computing. Blockchain has quickly become a force to be reckoned with thanks to its
reputable uses and rapid development. However, the application of blockchain is not just
restricted to bitcoin or other cryptocurrencies. This paper clarifies blockchain requirements
outside of bitcoin. In addition, this study offers insights into the mechanics, problems, and
evolution of blockchain technology based on a literature review. The difficulties or difficulties in
applying blockchain technology to real-world applications were identified in this study. The
main issue that needs to be solved is how to securely utilize blockchain technology on
small-scale applications.For the secure deployment of the blockchain on small-scale
applications or projects, the proposed consensus mechanism might be helpful.

Keywords: Smart Contracts, Blockchain Technology, Bitcoin, P2P (peer to peer), Lightning
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1. Introduction

As the name suggests, a blockchain is a single linked list of blocks, where each block
contains many transactions or other types of information. It gives users access to a
decentralized, immutable data format that they may use to generate assets, record
transactions, and use throughout a network of users [1]. Each type of data is accessible and
allows for better transparency and trust amongst all stakeholders. Introducing a decentralized
solution without the need for third-party transactions is the goal of blockchain technology [2].
Blockchain has demonstrated to be a more than suitable answer to a number of problems,
including:

1. Data sharing between organizations.

2. Registration of digital assets (using bitcoin coins as an example).

3. ldentity management and integrity (using cryptographic identification, for example).
The blockchain protocol uses a peer-to-peer (P2P) network of computers to run on top of the
internet. Every user has a copy of the transaction ledger that is exact. Through machine
consensus, enabling P2P value provides us with the means to trade information without the
use of an intermediary [3]. Blockchain is merely a file that is kept on your computer and
broadcast to other users on the network in order to share information and the most recent
update of the data. Because the blockchain is based on a distributed consensus system, or
DCS, it guarantees both integrity and security. "If everyone could agree, it would work." The
remainder of the essay is structured as follows. The literature on bitcoin and blockchain
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technology is detailed in Section 2. The issues with blockchain technology are clarified in
Section 3. The answer to the main problems with blockchain application is presented in
Section 4. Section 5 brings the paper to a close [4].

2. Literature Review

Stuart Haber and W. Scott Stornetta introduced the idea of a secured chain of blocks
in 1991. Bayer, Haber, and Stornetta included the "Merkle trees" method to the system's
design, which increased efficiency overall by allowing several documents or pieces of
information to be combined into a single block [5]. The initial research report on bitcoin, which
was published in 2008 by Satoshi Nakamoto, whose identity is still unknown, outlined a P2P
system that can be used to securely move funds from one location to another and is also
known as bitcoin. One of today's most revolutionary technologies, the blockchain has grown
over the past ten years.The 2.0 version of blockchain, which started to take shape in 2016,
allows users to access external data or events at any moment as dictated by market
conditions [6]. Midway through 2016, IBM opened a blockchain research facility in Indonesia
for a World Economic Forum working group to create blockchain models for usage in
governmental and other institutions. According to the findings of that research center's study,
the use of the blockchain by financial services and institutions reached about 14% in 2016.
Given the openness of the blockchain mechanism, hostile attacks were also partly possible,
which led to the development of new strategies for implementing blockchains as private,
permissioned networks [7]. In the working world today, there are three primary varieties of
blockchain, which are mentioned as follows:
Public blockchain: This class of blockchain applications allows anybody to join the network,
such as bitcoin and ICO networks, without any access restrictions. The network is open to
anyone with an internet connection. Additionally, the user can take part in task completion by
either approving transactions (mining) or by just making transactions [8].

Blockchain that is private and has permissions: A private blockchain has permissions. A
single person cannot join on their own without the network's invitation. A set of requirements
that must be satisfied before a user can join under user authentication, access control, and
privileges can be used to create the invitation system [9]. For businesses looking to integrate
blockchain technology into their infrastructures, this kind of blockchain might be seen as a
medium ground. Banks, the real estate industry, and file distribution networks are a few
examples. Examples of this kind of blockchain include FedEx, Walmart, and Multichain.
Without user interference from the general public, these applications use the private
blockchain implementation to securely distribute information across their network [10].

Blockchain Consortium: A blockchain consortium is a type of semi-decentralized data
structure. It is governed by a single entity, just like a permissioned blockchain. The nodes,
which are dispersed throughout the network, can function as a consensus system for any new
data or blocks handled by the network [11] . The transaction of records is contained in a
20GB-sized bitcoin file. The size of the file has increased from 50 to 100 GB. The second
iteration of the blockchain, known as blockchain 2.0, which first surfaced in 2014, featured
programmable contracts and addressed several scalability difficulties [12].

A. Ethereum Blockchain Consensus Mechanism
The most recent blockchain applications go beyond just cryptocurrencies and a
transactional ledger. The Proof of Stake (POS) Algorithm's implementation serves as the basis
for this notion. This algorithm made sure that inefficient use of mining equipment was taken
into account. Some terminology was changed, such as validators becoming miners and mining
becoming minting or forging [13]. The Proof of Work (POW) algorithm, used in conventional
currencies, determined who mined a block with the greatest amount of processing power and
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who received the reward. When a new block is mined, the reward is paid, but in the POS
algorithm, the validators are chosen at random based on their stake in the system, which is a
certain amount of coins deposited as a security. As a result, less mining equipment is being
used by each network node [14].

B. Blockchain 2.0

The blockchain technology served as a transactional ledger and stored the account
values of the coins in bitcoin and other cryptocurrencies [15]. The community subsequently
began developing additional blockchain applications that went beyond only financial ones.
Blockchain that is "programmable” is a brand-new idea introduced by computer programmers.
The authors present many methods for saving and viewing data saved on a blockchain, often
known as smart contracts [16] . Similar to real-world contracts, smart contracts also carry out
their obligations when predetermined criteria are satisfied. However, the contract itself uses a
tiny computer software, which distinguishes it from a typical contract [17]. A blockchain is the
foundation for smart contracts, which take on some of its characteristics like immutability. A
smart contract's immutability makes it tamper-proof since once it has been created by any
party, it cannot be modified [18]. Additionally, a blockchain smart contract inherits some of its
traits, including:

Immutable: means that once a smart contract is made, it cannot be altered or changed for
any reason, meaning that no one can secretly change the terms or code of the contracts you
have produced.

Distributed: Being distributed means that your contract is made available to the public and
that everyone on the network validates the results. Therefore, a single person cannot force the
release of the funds; other network users can detect this and stop the attempt. It's possible
that professional associations like banks, lawyers, brokerage services, and public
administrators won't be deemed necessary for bitcoin transactions. With no friction and a small
fraction of the present transaction costs, people, businesses, robots, algorithms, and programs
might easily engage and transact with one another. Smart contracts can be used by
organizations like banks or financial institutions to release payments automatically when
particular conditions are met, reducing the chance of human error in the process.

3. Blockchain Challenges

Smart contracts and smart property are two components that make up blockchain
technology. Due to the qualities and decentralized nature of blockchain, it can be utilized in a
wide range of industries, such as private securities, insurance, internet finance, the internet of
things, decentralized data storage, notary documents, and anti-counterfeit solutions [19]. The
following list of existential issues with the use of blockchain technology is determined by this
paper:

A. Blockchain Scalability Implications

Regarding the problems with the bitcoin blockchain, where a block took an average of 10
minutes to process. Due to this block creation time restriction, the blockchain for bitcoin could
only process 7 transactions per second. While the majority of other transactions were put on
hold while they awaited the mining of the following blockchain[20]. The Bitcoin network
currently processes 10 million transactions each month, the majority of which are held in
pending transactions [21]. While the majority of transactions can take up to 30 minutes or
longer. Additionally, the cryptocurrency's viability started to be affected by the inflation-oriented
coin supply limit. As there won't be any more coins produced after the original 21-million coin
cap. This had an impact on the miners who verified the transaction in exchange for a reward
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for building the blockchain [22]. Once this cap has been reached, miners will only receive
transactional payments as compensation, which will be provided by the users carrying out the
transactions. This restriction was put out to keep the network in check, much as banks are
constrained in how much money they can produce, however it has had a significant negative
impact on the "Demand and Supply" law of economics. Due to the limited availability of bitcoin,
individuals have overstated its value; at the time this paper was written, one bitcoin (BTC) was
worth nearly 7500 US dollars [23].

B. Blockchain Implementation In Small-Scale Applications

The security and integrity of the blocks were not an issue while taking into account
larger-scale blockchain applications on cryptocurrencies [24]. Because the attacker would
have to match the network's overall mining power. Additionally, the attackers would have to
compute the hashes of each and every child block where the original block was modified,
which is thought to be nearly hard. At the time of the survey on May 28, 2018, the overall
bitcoin mining hash rate was estimated to be at 33 million TH/sec. That is practically
impossible for any adversary to catch. According to our review of the relevant literature, the
researcher has determined that the difficulty of securely implementing blockchain technology
on current small-scale projects is a concern. When the network's hash rate is low, it would be
simple for an attacker to mine a malicious block because they could equal the network's
overall mining power [25].

5. Proposed Solution
The following are some strategies and techniques that are used in this section of the
study to address the issues with the implementation of blockchain in real-time applications
that have been uncovered by this research:

A. Using Segwit & Lightening Network Mechanisms, scalability issues are addressed

When addressing the scalability problem in blockchain, which has dogged the
blockchain community since the invention of blockchain, the community working around
bitcoin ran into a problem that is the enormous number of pending transactions due to
blockchain's limit that could only handle 7 Transaction/sec. Segregated witness (Segwit)
and the lightning network have been identified by this research's literature assessment as
two innovative solutions that can address scalability problems.

i. Electric Network

The off-chain method is another name for the lightning network. This method is
designed to reduce the burden on the primary blockchain and speed up the number of
transactions that can be processed in a second. Payment Channels are a mechanism layer
used by the Lightning Network, which is a mechanism layer constructed on top of
blockchain. A balance sheet is stored in the payment channels. Both parties can use the
balances recorded on the balance sheet to conduct transactions based on those balances.
The primary blockchain experiences a decrease in workload, and transaction speeds
significantly increase. Moreover, since the signatures and transactions won't be kept on the
main blockchain, this approach is more advantageous than the Merkle tree. Parallel to the
main blockchain, there is a payment channel that enables multiple transactions between
two or more parties without broadcasting them to the entire network. The balances placed
by both parties are combined into a single balance sheet when the payment channel is
launched, though. This balance sheet is a digital ledger with the digital signatures of two or
more parties. The balance sheet is updated and signed each time a user conducts a
transaction, and the payment channel can be shut down at any time. To determine how
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money should be transferred, the blockchain will verify the most recent version of the
balance sheet. By using this technique, users can carry out thousands of transactions
without having to save the majority of them on the main blockchain. Only two transactions
will be recorded on the blockchain: one when a payment channel is formed and another
when it closes. Furthermore, not everyone requires a payment channel to conduct
transactions. Trades can be completed more quickly, more affordably, and with greater
security when using one of the other payment channels as a middleman between two
parties. This study offers a distinct viewpoint on the application of blockchain technology for
small-scale projects as a quick and secure means of handling data. Users are able to build
a network of swift and safe blockchains on both lower and higher network levels by utilizing
all the mechanisms discussed in this paper.

ii. Mechanism of Segwit

Segwit employs a method to strip digital signature information from bitcoin
transactions. More transactions can be added to the ledger when specific informational
components of a transaction are removed. Signatures are included in a block of
transactions as part of the input. A block's digital signature may occupy as much as 60% of
the available space. Given that segwit removes the hash from the digital signature and
stores it as a witness on the blockchain, its implementation may be more advantageous
than the Merkle tree strategy. With this method, the "transaction malleability" issue that
frequently arises in the Bitcoin blockchain system is resolved while also expanding block
size.

B. Block Maturity Level Mechanism proposed to addressing modest projects

Relating to the problem of using blockchain technology to modest-scale projects. Due
to security concerns, applying blockchain technology to small-scale projects might be risky.
Due to the nature of the blockchain's consensus mechanism, which makes networks with
fewer nodes more susceptible to manipulation, security vulnerabilities arise. This research
suggests a consensus technique termed block maturity level to address the issue raised
(BML).The short block is marked as "pending" by the proposed BML method, but all
transactions contained within it will be approved by the miners. When six to eight new
blocks have been prematurely mined, the status of that block will be changed from
"pending" to "approved." Once at least 6 further blocks have been prematurely mined, the
block will be put to the network. The BML method operates similarly to how a transaction is
stored pending until a block is mined to add it to the ledger. By simply matching the total
network hash power, the proposed BML technique will help to ensure that an attacker
cannot intentionally alter the blockchain. Currently, the last block on the blockchain is the
one that is most susceptible to attack and manipulation. An attacker only needs to add a
new block and recalculate the hash to change the blockchain, but the implementation of
the proposed BML mechanism will significantly lower the risk of any sort of alteration. As a
result of having to calculate all the succeeding child blocks, the attacker and any other
hostile network invader will have difficulties. Additionally, the BML process will make sure
that the validation of a certain blockchain entails the least amount of risk possible without
relying solely on the prior consensus algorithm. The "non matured" blocks can be utilized to
identify any type of data modification or even invalidate the malicious blocks that are being
added in by the attacker if any attempt is made to nullify the blockchain that is used in an
institution. One aspect of this approach is to employ a high level of maturity, as the
blockchain ecosystem will become increasingly inactive and congested the longer blocks
are held waiting.

6. Conclusions
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Blockchain is a ground-breaking technology that is bringing about revolutionary
changes throughout all of our businesses, including the public and private sectors. This
study has illustrated the use and consequences of blockchain technology in many
scenarios. The features extend beyond the segments, with reference to the implementation
of the consensus method, and do not merely relate to the immediate notion of
cryptocurrencies and payments (Blockchain 1.0), or to contracts, property, and all financial
markets (Blockchain 2.0). The security and scalability issues are probably of concern to the
businesses. Every industry, including government, healthcare, science, literacy, the arts,
and culture, can use blockchain technology. similar to any advanced technology. However,
it must also be handled very carefully when it comes to handling people's funds because
doing so will encourage the growth of larger, smarter ecosystems that could contain new
ideas. The main difficulties that the blockchain community has encountered while
implementing blockchain in practical applications have been identified in this article. The
two primary issues that this research has found are the scalability issue and the use of
blockchain in small-scale projects. One of the major issues this study identifies is
scalability. The scalability problem is addressed by Segwit and lightning techniques. In this
research article, another issue that has been brought up is the security concerns
associated with applying blockchain technology to small-scale applications. In order to
overcome the security concerns of using blockchain on small scale applications, this
research has developed the BML consensus mechanism. The ideas offered in this paper
can offer a fresh viewpoint on data handling efficiency, robustness, security, and
deployment of blockchain in practical applications.

7. Future Directions

Many current issues can be solved with blockchain technology. The supply-chain and
logistics sector is one of the prospective industries. Both small-scale and higher-level
network implementations are made viable by the solution offered in this study. Beyond the
effects that blockchain will have on the sector, the majority of business entities are still
unwilling to integrate blockchain into their infrastructure. The proposed consensus
approach will significantly enhance the system's security and data handling. Additionally, it
will offer a fresh viewpoint on the consequences and application of blockchain technology
in other sectors.
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