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Abstract

Blockchain has quickly emerged as one of the trendiest Internet technologies in recent
years due to the fast pace of technological advancement. With its integrated cryptography and
consensus process, blockchain has redefined trust as a decentralized and distributed data
management solution, ensuring security, privacy, and data integrity without the involvement of
a third party. However, there are still certain technical difficulties and restrictions with
blockchain. This essay has studied the present blockchain applications in cybersecurity in a
methodical manner. The paper evaluates the benefits that blockchain has brought to
cybersecurity and provides a summary of recent studies and blockchain applications in
cybersecurity-related fields in order to address security challenges. The paper presents four
key security challenges of blockchain through in-depth research and an overview of the
existing work and then conducts a more detailed investigation of each issue. The research
also proposes an improved access control scheme using an attribute-based encryption
technique.
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1. Introduction

At first, blockchain was proposed as the technical foundation of Bitcoin [1]. Although
Bitcoin was formerly banned or limited to varying degrees in China, Russia, Europe, and
several other nations due to excessive value fluctuation and supervisory management
reasons. The general public is aware of the confidentiality, security, and dependability of
blockchain technology [2]. Because it enables secure data and value transfer in a
decentralized manner without the need for any third-party organizations, blockchain is
regarded as a brand-new method of data storage, transmission, and management [3].
Blockchain began with cryptocurrencies, developed in the assets and credit space, and over
time found usage in the information and communication sector as a technical solution that
allows users to collaborate on data computation, storage, authenticity verification, and
database maintenance [4]. Various industries are gradually realizing the technological
superiority and practical utility of blockchain thanks to the technology's rapid development [5].
In the meantime, issues and security threats with blockchain applications, like the 51% attack,
the constrained block size, and transaction latency, are becoming more and more obvious.
This article does a thorough analysis of blockchain's technical principles, security
mechanisms, typical uses, security threats, etc. in order to pinpoint the key security difficulties
it faces [6]. The remainder of this essay is structured as follows. The benefits of blockchain
technology for security are introduced in Section Il. Section Il elaborates on recent research
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and blockchain applications in sectors relevant to cybersecurity. The blockchain's main
security concerns and difficulties are examined in Section IV. The paper is concluded with
Section 5 [7].

2. A Summary Of Blockchain Security Benefits

Blockchain is essentially a technical foundation. a system that enables users to jointly
maintain a decentralized, trustworthy database [8]. The picture shows As seen in Figure 1,
data is produced in a typical blockchain system. then arranged into blocks for storage. Blocks
are connected in succession [9]. creating a linked data structure by arranging them
chronologically. Each user Nodes take part in evaluating, storing, and maintaining data.
Typically, a new block should get approval before being created. broadcast to all users, and
more than half of the users, synchronization over the entire network using nodes. Once
synchronized, neither modifying nor deleting is permitted optionally [10].
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Figure 1. Framework Blockchain Technical
Due to its incorporation of technological advances from P2P networks, distributed data
storage, cryptography, and blockchain sacrifices the consensus mechanism and correct
processing power, storage, and bandwidth for the increase in security [11]. The key benefits
that blockchain has given to security are outlined below [12].

a. Disaster Recovery

By developing open-source sharing protocols, blockchain conducts data recording and
saving synchronously at all users' ends [13]. As opposed to the conventional centralized
database, which keeps data in one or more locations. Every user in a blockchain-based
application has the ability to create data and retain a complete copy of that data [14]. Although
some redundancy may result from this approach, the network's fault tolerance and
dependability are increased. due to the fact that arbitrary attacks on one or more nodes won't
completely destroy the network [14].

Distributed Centralized Decentralized

Source: Plesk
Figure 2. Decentralized and Distributed Storage of Blockchain.
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b. Privacy Protection

The asymmetric encryption technology used by blockchain enables users to encrypt
data using their private keys [15]. Additionally, the hash value of a user's public key is
computed and used as the user's ID indicator. On the one hand, the hash value is unrelated to
the user's true identity, protecting the user's personal information [16]. On the other side, the
calculation of the hash value is invertible, making it difficult for an enemy to determine a user's
public key from their public user address and for them to determine their private key from their
public key. Blockchain succeeds in maintaining user privacy and anonymity [17].
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Source: Research Gate
Figure 3. Privacy Protection of Blockchain.

c. Tamper-Proofing

Because of its distinctive data format and data writing method, blockchain has the benefit of
being tamper-proof [18]. A new timestamp will be recorded concurrently with the creation of a
record, or "transaction," in the chained data structure of the blockchain, as shown in Figure 4.
And after that timestamp, it will no longer be possible to modify data that has already been
created. Additionally, a consensus method should decide if a new transaction can be
recorded. In other words, it requires the consent of a certain number of users—usually set at
more than 50%—to write data in blocks [19]. Because of the consensus mechanism, it is
impossible for adversaries to tamper with data being recorded unless they control more than
half of the network nodes or have more processing power [20].
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Figure 4. Tamper-Proofing Mechanism of Blockchain.
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3. Current Blockchain Research and Application in Cybersecurity

As was previously noted, blockchain was first proposed as a base technology to build
Bitcoin. Openness, transparency, and sharing are the guiding principles of blockchain
technology [21]. Instead of employing a third-party middleman, blockchain uses mathematical
and cryptographic techniques to ensure trust [22]. Blockchain is starting to replace other
technologies as the technical foundation for cryptocurrencies, asset management, credit
control, etc. by effectively guaranteeing the validity and originality of transactions. and
gradually investigating its use in the domains of finance, medicine, energy, and ICT. Figure 5
compiles the common application scenario examples [23].
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Figure 5. Typical Application Scenarios of Blockchain

Blockchain can enable clearing and cross-border payment, for instance, in the financial
industry by being introduced at the level of company operations, without altering the current
oversight structure [23]. The deployment of blockchain also improved the effectiveness of
company interactions and operational procedure optimization [24]. Blockchain technology is
being used in the medical area by hospitals and security firms to store medical data and allow
the transmission of electronic patient records between hospitals. Likewise, consider a solution
to the issue of information sharing among several medical pillars [25]. Blockchain has been
used in the smart grid to exchange decentralized power resources in the energy sector. In
other words, the technical and security advantages gave the creation of blockchain a ton of
room for innovation. Additionally, the blockchain's novel privacy and trust mechanisms have
created the prospect of using it to effectively address some of the most pressing cybersecurity
issues. The following are some examples of blockchain application scenarios in cybersecurity.

a. Keyless Signature Infrastructure

Key publication, update, and revocation issues arise in big data environments due to the
explosion of data and equipment, which poses a challenge for authentication and signature
techniques that rely on keys. The likelihood of breaking conventional asymmetric encryption
techniques rises with the development of quantum computers. Security experts propose a
Keyless Signature Infrastructure (KSI) to address the aforementioned security risks. The
blockchain timestamp in KSI is fully utilized. In the KSI scenario, a block contains both the
hash value and the current state of the data, system, or network. Then, KSI will continuously
check these hash values against a timestamp to see if any files, operating systems, or
applications have experienced unwanted access. Key management, distribution, or revocation
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by KSI are not necessary thanks to the timestamp mechanism's adaptation as a monitor
object. This makes it simple for KSI to increase protection of an EB data volume. Critical
information infrastructures like nuclear power plants and flood-control systems in Indonesia
have implemented security protection systems employing KSI.

b. Secure Data Storage

Large-scale user data leakage incidents have been common for a while. regularly
because of the consolidated data storage, particularly in significant domains that are directly
related to the national economy and people's means of subsistence, including financial, health,
etc. In these circumstances, confidential information that leaks will bring up severe effects.
looked into managing the hash value of medical data using blockchain, including identification,
disease state, and treatment plan of patients. By creating distinct, individualized access rules
requirements for security in specific business scenarios using Utilizing a multi-signature
approach, users can only edit a clinical case using blockchain authorization network. In this
approach, the healthcare sector becomes more transparent and the numerous privileges,
including those of doctors, nurses, and patients, can be handled appropriately and
successfully. Along with the aforementioned use cases, blockchain technology is also being
investigated as an application mode in the fields of secure data transmission, loT equipment
verification, and cloud data desensitization.

c. Decentralized Distributed Secure Domain Name Service

Traditional domain name systems use a hierarchical resolution method, with the DNS
server serving as the primary hub for all essential operations. The vulnerability of DNS servers
to assaults like DDoS, DNS hijacking, and cache poisoning is therefore very high. Develop
thorough research on blockchain-based DNS and build domain name infrastructures on the
Bitcoin blockchain to overcome the aforementioned issues. Users can register, transmit, and
update domain name data in any system node by creating a mapping between DNS and hash.
A node is in charge of keeping the public and private keys of the domain name holder and
keeping track of the resolved domain names. Domain owners can encrypt the operation
process in the blockchain thanks to the integration of the blockchain and domain name
service. Adversaries are unable to locate a central record to attack or manipulate as the
previously centralized domain name service becomes decentralized. In a DNS system built on
the blockchain, any system node can function as a DNS server, so attacks like DNS hijacking
and cache poisoning that target one or more servers won't affect the entire system.

4. Security Issues of Blockchain

The study of blockchain technology is gaining momentum as awareness of it
increases on a global scale. However, from the application layer's perspective, blockchain
is still in the exploring phase. Till the technology is perfected and applications are fully
developed, there is still a considerable integration and development process to be
completed. Although blockchain technology has undergone revolutionary developments,
there are still certain inherent security issues. Additionally, blockchain's revolutionary
decentralization and self-organization have already resulted in minor security issues.

a. Open Source Blockchain Platforms Attract Intensive Attacks

The blockchain platform facilitates interoperability between various applications and
consumers as the foundation technology of upper-layer applications. For instance, using a
blockchain platform, industrial data in the medical, financial, and communication fields can be
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created, saved, updated, and sent. Hackers are drawn to the open source blockchain
platform's security flaws because of the enormous economic benefit.

b. Security Management of Self-organization and Anonymity

e Attack backtrack issues could be caused by anonymity mechanisms. Blockchain
determines a user's public key's hash value to identify that specific user. In network
attack backtracking and cybersecurity legislation, it is impossible to verify and trace a
user's genuine identity due to this privacy-preserving operation.

e In blockchain use cases, distributed data storage may result in autonomous and
frequent data cross-border transactions. Due to the distributed data storage model
that blockchain uses and the maintenance of a complete copy of the data at each
user's location. Once a new transaction is added to a block, all copies of the data
should synchronously update. The difficulties of monitoring will increase when more
people from different nations join the blockchain, taking initiative and frequently
transferring data across borders.

c. Technical Limitations

e A cooperative attack might be started through a consensus process. Blockchain's
consensus algorithm is predicated on the idea that the vast majority of nodes will be
truthful in managing and maintaining the system. One or 978 more nodes can team up
to start an attack to tamper with the content in blocks and carry out disruptive attacks
like DDoS once they have more than 51% of the system's computational power.

e The limited block size severely limits the widespread use of blockchain technology.
Initially, 1MB was chosen as the maximum size for a single block in order to fend off
any DDoS assaults. Additionally, the debate over larger versus smaller block sizes has
long existed. Because a larger block can hold more records, the criterion of
development can be satisfied. However, larger blocks can make it more challenging to
run and control blockchain nodes. However, despite the fact that smaller blocks are
simpler to manage and more dependable for a third-party payment solution, there is a
severe lack of available capacity, particularly in complicated big data environments.

e Blockchain's distributed storage architecture increases the attack surface. A
blockchain system opts to retain an exact duplicate of every data on each user's
computer. This implies that an attacker will have additional options to get those data.
Although it is forbidden to alter content in a blockchain, attackers can nevertheless
employ methods like data mining and correlation analysis to extract useful information
about blockchain applications, users, network architecture, etc.

d. Potential Risk of Cryptography Application

e \Widespread use of cryptographic algorithms could result in the introduction of
unforeseen backdoors or weaknesses. Blockchain technology has widely adopted
cryptography techniques like RSA and ECC. Security flaws and backdoors could
appear in the algorithms themselves or in the methods used to implement them. then
hurt the blockchain applications and the system as a whole. The likelihood of breaking
asymmetric encryption schemes will also rise with the development of new computing
capabilities like the quantum computer.

e The blockchain does not provide a solution to the private key management issue.
Private keys are typically used by existing blockchain applications to verify a user's
identity and execute a transaction. Therefore, the security of the private key is a need
for the non-falsification of information. Users of blockchains are accountable for their
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own private keys, in contrast to traditional public key cryptography, which relies on a
third party to generate and manage private keys. It will be hard for a user to access
his digital assets on blockchain if they lose their private key.

5. Conclusions

In recent years, blockchain has been the subject of enormous expectations. The use
of blockchain has already branched out from finance into the realms of ICT and network
security. Additionally, the topic of blockchain security is discussed. As a ground-breaking
new technology in the age of the Internet, blockchain is quickly integrating with current
technologies and creating new business models. In the meantime, maintaining network
security regulation mode is growing more difficult. This essay investigates blockchain's use
in cybersecurity in depth and examines the ongoing security concerns. More work will be
put into addressing blockchain security issues in the future and investigating better
solutions, such as standards for technology testing and blockchain security requirements,
mechanisms for securing business flow, and clarification of security operations in
blockchain, among other things.
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