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1. INTRODUCTION

For years, the development of artificial intelligence (AI)[1]. has experienced significant changes, with
various successful applications being given to the public to provide us with a more convenient existence today.
One of the most significant research streams of Al technologies is undoubtedly machine learning (ML) with
three typical learning technologies termed supervised, unsupervised, and semi-supervised, correspondingly][2].
Each of these three technologies can be employed alone in an intelligent system; however, they can also be
combined if necessary to solve a problem [3]. The core notion of machine learning, as an important Al research
path, is to use labeled/unlabeled input data to identify the proper rules to categorize yet unknown data or to
anticipate events in the future. Both supervised and unsupervised learning have a learning method, as illustrated
in Fig. 1. The fundamental distinction is that the first input data of supervised learning are labeled data, whereas
the first input data of unsupervised learning are unlabeled data. As a result, they require quite distinct learning
techniques. Because unsupervised learning requires less information than supervised learning to categorize
unlabeled data, it is more efficient. In contrast, supervised learning will utilize the labeled data to build the
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model that will categorize the unlabeled data. As a result, supervised learning often outperforms unsupervised
learning in terms of accuracy. Of course, this does not mean that unsupervised is no longer effective; on the
contrary, it is quite valuable when obtaining labeled data for the machine learning system is difficult[4].

Unsuppr\rise Learning
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Figure 1. Supervise Unsupervised Learning

Aside from determining possible applications for AI and ML technologies, two major research con-
cerns today are how to safeguard intelligent systems from being attacked by abnormal users and how to secure
the privacy of private and sensitive data in intelligent systems [5]. Because machine learning and blockchain
technology emerged from two distinct fields, their design and goals are extremely distinct. One significant
distinction is that most machine learning technologies are built for an integrated perspective, combining data
and calculations from one or more computers, whereas most blockchain technologies are designed for a peer-
to-peer view, dividing data and computations over several computers. This is the primary reason why parallel
computing has emerged as one of the most current developments in research on integrating machine learning
and blockchain technology into a single information system [6].

That is why this article focuses on machine learning-based blockchain frameworks, because a good
ML framework would aid us in developing an effective method of combining ML with blockchain technologies
or applying ML to blockchain systems [7].

As a result, the key contributions of this work might be stated as follows:

1. It begins with a quick overview of the parallel ML frame-works with blockchain technologies and their
application. to blockchain systems, serving as a road plan for integrating ML and blockchain.

2. It then provides a full description of the proposed parallel deep learning framework with blockchain as the
focal point. emphasis focused on discovering “excellent” deep learning hyperparameters by employing
a metaheuristic method to further increase accuracy that relies on the collaboration of all nodes.

effective approaches to speed up machine learning algorithms have been proposed dating back to the
1980s or even earlier, because parallel computing is an easy and helpful way to minimize the reaction time
of machine learning algorithms [8]. How to apply machine learning techniques to parallel computing settings
has been a major research area since the 1990s. Although the concepts of distributed computing and parallel
computing in early research were considerably distinct, the line between them has grown hazy in subsequent
studies [9].

The main reason is that in distributed computing, each processor (node) has its own memory, whereas
all processors (nodes) will access a shared memory, but some recent studies in the machine learning research
domain used the name parallel machine learning algorithm to describe the algorithms they proposed, for which
each node has its own memory [10]. It should be noted that in this study, the term “parallel” refers to both
parallel and distributed computing [11]. These three parallel models are also seen in several metaheuristic
techniques, such as particle swarm optimization (PSO) [12]. ivided parallel PSOs into three groups and dis-
cussed them PSQO’s capabilities in different distributed computing environments, such as CPU vs. GPU or PSO
topology [13].
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Figure 2. Parallel Machine Learning

As illustrated in Fig. 2, we add a new category to these three: multithreading (or shared memory)
to cover parallelism on the same machine but employing several threads for parallel processing. As shown in
Fig. 2(a), all of the threads Wi share the same information via shared memory. Fig. 2(b) indicates that, while
master-slave slave nodes Si will exchange the same information via master node M, the primary distinctions are
that slave nodes are controlled by master node and all slave nodes are different. Figures 2(c) and (d) illustrate
that each coarse-grained node transfers its searched information to another node, whereas each fine-grained
node distributes its sought information to a collection of neighbor nodes [14], [?].

To summarize, there are several approaches to classify simultaneous machine learning and deep learn-
ing algorithms [15]. for example, categorized parallel machine learning techniques based on topological struc-
tures into four categories: (1) ensembling, (2) tree, (3) parameter server, and (4) peer-to-peer [16].

significant characteristics to characterize distributed deep learning algorithms are model consistency,
parameter distribution and communication, and training distribution [17]. Our investigation covers topics in-
cluding supply chain trust, blockchain execution environment, and smart contract design [18]. The goal of this
comprehensive approach is to offer a strong foundation for comprehending and addressing the security risks
associated with BC-SCM systems[19].

This paper attempts to provide a thorough knowledge of the obstacles preventing the construction
of security and dependability in BC-SCM systems by utilizing insights from academics and industry[20]. In
addition to identifying these issues, this paper suggests solutions, establishing the framework for additional
study and the development of workable security in BC-SCM systems. We hope to improve the robustness and
resilience of BC-SCM systems by tackling these important problems, so that they can fulfill their potential to
revolutionize supply chain management[21].

2. RESEARCH METHOD

lockchain can provide a safe and private mechanism to transfer messages between information systems
on the internet and will radically modify the architecture of portion of information transmission in particular
information systems. Blockchain development may be traced back to the 2008 publication of the bitcoin white
paper. Because it was born in that year, the majority of internet technologies and hardware have matured greatly.
In comparison to the 1980s. Because the blockchain was created in a distributed computer environment, The
distributed “ledger” approach allows the “transactions” to be kept in more than one node [1]. These attributes
allow the blockchain to provide a more robust means of achieving the goals of permanent tracking, provenance
history, and immutability. Of course, the architecture of blockchain takes security and privacy concerns for
data (transactions) exchange and transmission in such a novel network environment into account [22].

Several recent studies have identified two potential research topics: (1) utilizing Al to improve the
performance of a blockchain system and (2) using blockchain to improve the security and privacy of data and
model transfer on an Al system. [23].

As illustrated in Fig. 3, Ferrag and Maglaras [26] proposed a blockchain-based energy scheme that
allows smart grid network nodes to sell surplus energy to surrounding nodes (e.g., HAN) or neighbors on the
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Figure 3. Blockchain based Energy Network

opposite side of the street (e.g., building area network (BAN) and neighborhood area network (NAN) (NAN).
In Fig. 3, the dot line symbolizes energy currency for the consumer to sell/buy energy from adjacent nodes
[24]. The home area network (HAN) is at the bottom of the hierarchy. Fig. 6; if necessary, it can deliver extra
energy to neighboring neighborhoods. This method is comparable to the A shared memory parallel computing
method for sharing data among HAN, BAN, and NAN nodes [25].

1. Using the Byzantine process, miner nodes must be validated by at least 51% of all nodes in the network
before their data may be added to the blockchain. This incurs significant extra compute and communica-
tion expenses, degrading miner node performance while addressing an optimization problem.

2. When attempting to deploy blockchain and machine learning technologies to devices in an internet of
things context, it is necessary to consider the processing limitations of such devices.

3. Because communication between miners and blockchain or between miners requires a significant amount
of waiting, verification, and processing, a parallel machine learning framework for such an environment
must minimize the frequency of communication between miners and blockchain or between miners.

To summarize, while parallel machine learning for blockchain is still in its early stages of develop-
ment, there are many opportunities to build far better approaches to improve the performance of such a system
[26].

3. RESULT AND DISCUSSION

The MNIST dataset (http://yann.lecun.com/exdb/m nist/) is used to train the DNN classification model
to evaluate the performance of the proposed framework (PDLKC). Grid search (GS) and simulated annealing
(SA) [27]. User to discover acceptable DNN hyperparameters, i.e. to solve the hyperparameter optimization
issue [28].

Both GS and the proposed framework were written in Python, and the blockchain was Ethereum (web3
5.20.0 and solidity 0.5.0). In the simulation, three PCs running Ubuntu 18.04.5 LTS are utilized, and the miner
node applications are developed in Python 3.6.9. These three PCs have varied CPUs, GPUs, RAM capacities,
and even run different versions of TensorFlow, as seen in Table 1 [29].

Table 1. Environment for Miner Nodes

Miner CPU Memory GPU TensorFlow
M1 AMD Ryzen 5 3600X 6-Core Processor 32 GB GeForce RTX 3080 and CUDA 11.1 24.0
M2 Intel Core 19-9900X CPU (3.60 GHz) 32GB GeForce RTX 2080 Ti and CUDA 11.2 2.3.0
M3 Intel Core 19-9820X CPU (3.30 GHz) 128 GB | GeForce RTX 2080 Ti and CUDA 11.2 241

Our observations indicate that this is related to the fact that the proposed framework’s miner nodes
do not regularly upload the findings to blockchain. This implies that when a miner node receives a solution s
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(a collection of hyperparameters) from blockchain, it will construct a few solutions based on the solution s in
order to train the DNN models. After obtaining a set of models, each miner node will upload one of the best
solutions to the blockchain. This reduces communication costs between miner nodes and the blockchain, as
well as waiting time imposed by other mining nodes.

This comparison clearly shows the benefits of using ML to a blockchain context to improve response
time. The suggested framework may be utilized to solve an optimization issue by combining supervised and
unsupervised learning approaches. The suggested architecture has two drawbacks as a result of Ethereum
implementation constraints. The first is that all parameters (including hyperparameters) must be encoded as
integer numbers, while the second is because the blockchain environment cannot manage too many processing
activities (or transactions). In summary, the proposed framework’s strength is that it provides a feasible solution
to link ML with blockchain while also lowering ML training time. The shortcomings of the framework is that
still some unnecessary waiting times incur among the miner nodes.

4. CONCLUSION

In this research, we presented a straightforward yet effective parallel deep learning architecture de-
signed specifically for blockchain environments. The key feature of the proposed framework is its ability to
leverage the blockchain’s inherent characteristics, ensuring that the model on the knowledge chain is validated
by a majority of miner nodes. This mechanism provides a secure method for obtaining the trained model,
aligning with the decentralized nature of blockchain technology.

However, the suggested framework is not without its challenges. It faces some of the same difficulties
encountered in other parallel machine learning systems within blockchain environments. Specifically, these
issues include (1) higher communication costs related to the transfer of data, models, and parameters, and (2)
unnecessary delays caused by synchronization and communication processes. These factors can impact the
efficiency and scalability of the system.

To address these limitations, we aim to develop improved solutions in future work. By focusing on
reducing communication overhead and minimizing synchronization delays, we hope to enhance the overall
performance and efficiency of the proposed framework, ultimately making it more suitable for real-world ap-
plications in blockchain-based deep learning systems.
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