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ABSTRACT

Blockchain is a decentralized system that can track and verify document au-
thenticity, but its open nature poses challenges when dealing with confidential
documents or those protected by personal data protection laws. The advance-
ment of digital technology has spurred innovations in signature systems, particu-
larly through the use of the AlphaSign website to create blockchain-based digital
signatures.This study aims to enhance the security, transparency, and efficiency
of signature issuance using blockchain technology, in alignment with the Sus-
tainable Development Goals (SDGs), particularly SDG 9 (Industry, Innovation,
and Infrastructure) and SDG 16 (Peace, Justice, and Strong Institutions).The re-
search method involves the development of a web-based system integrated with
blockchain to validate digital signatures. By incorporating automatic validation
and signature features, AlphaSign addresses the issues of forgery and the loss
of conventional signatures.The findings reveal that implementing blockchain
in digital signature systems can improve security by up to 90% and expedite
the verification process by up to 70% compared to traditional methods. Addi-
tionally, AlphaSign contributes to sustainable digital infrastructure by reducing
paper usage and supporting e-administration systems. There fore, this research
supports the promotion of safe and efficient digital transformation, aligning with
sustainable development principles. The integration of blockchain technology in
digital signatures offers a scalable, secure, and efficient solution that advances
industry innovation and legal transparency, crucial for the achievement of SDGs.
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1. INTRODUCTION

In the increasingly developing digital era, the need for secure, reliable, and online verifiable digital
signatures is increasing. Digital certificates are used in various fields, such as academic, professional, and
industrial, to guarantee the authenticity of a document [1]. However, conventional systems in issuing and
verifying digital signatures often face challenges, such as document forgery, complicated verification processes,
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and dependence on central authorities that can be a bottleneck in information distribution [2]. The research
questions guiding this study are:

• How can blockchain technology enhance the security, transparency, and efficiency of the digital signature
process compared to conventional methods?

• What are the specific benefits of using blockchain-based systems, such as AlphaSign, in terms of com-
pliance with data protection regulations and environmental impact?

• How does the implementation of blockchain-based digital signatures align with the Sustainable Devel-
opment Goals, specifically SDG 9 (Industry, Innovation, and Infrastructure) and SDG 16 (Peace, Justice,
and Strong Institutions)?

Blockchain technology is present as an innovative solution that offers a decentralized, transparent,
and tamper-proof recording system. With these characteristics, blockchain can be utilized in the creation of
digital certificates to ensure the authenticity and integrity of documents without the need for a central author-
ity.One platform that adopts this technology is AlphaSign, a website that allows the creation and verification
of blockchain-based digital signatures [3]. This study aims to examine the use of the AlphaSign website in the
creation of blockchain-based digital certificates and the advantages offered compared to conventional methods
[4]. With this approach, it is hoped that the certificate issuance process will be more efficient, secure, and in
accordance with personal data protection regulations [5]. Every digital asset published in the Blockchain net-
work can be obtained and read by all parties [6]. This is a problem, especially for personal data or information.
The PDP (Personal Data Protection) Law states that personal data such as specific personal data (Health Infor-
mation, Biometrics, Genetics) and general personal data (Full Name, Gender, Religion) must not be published
and must be protected [7]. This is contradictory to the open nature of Blockchain [8]. While the introduction
established the importance of blockchain in securing digital signatures, the next section delves deeper into how
blockchain operates within digital security systems, comparing existing solutions and highlighting the advan-
tages blockchain brings to the table [9]. We will also explore the key characteristics of blockchain that make it
an ideal technology for ensuring the integrity and authenticity of digital signatures [10].

2. LITERATURE REVIEW

Blockchain is a technology for storing data in the form of a digital ledger (distributed ledger) that
is decentralized, transparent, and secure. This technology allows data to be recorded in blocks that are inter-
connected and secured with cryptography, so that it cannot be changed or falsified without the consent of the
network [11].

2.1. Blockchain in Digital Security
Blockchain is a decentralized technology that ensures transparent, secure data storage without a central

authority. It’s widely used in digital document security due to its resistance to manipulation. Beyond security,
blockchain promotes democratic, transparent governance by eliminating intermediaries, reducing corruption,
and enhancing accountability [12].

Additionally, blockchain’s integration with machine learning algorithms is opening new avenues for
enhancing predictive analytics, data privacy, and automation across industries. By leveraging these technolo-
gies, blockchain can optimize data processing and management, providing innovative solutions in fields such
as healthcare, finance, and supply chain management [13]. In the context of digital signatures, blockchain acts
as a permanent recording system that ensures the authenticity and integrity of data without relying on third
parties [14].

2.2. Digital Signature and Its Need
A digital signature is an electronic document that contains verified information about the identity of

its owner [15]. This signature is commonly used in academia, industry, and government to prove the credibility
of a person or institution [16]. However, conventional methods of creating and verifying signatures often face
obstacles, such as the risk of forgery, identity theft, and a time-consuming verification process [17]. There fore,
the use of blockchain in digital signatures is a solution that can improve system efficiency and security [18].
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2.3. AlphaSign as a Digital Signature Creation Platform
AlphaSign is a web-based platform that allows users to create and verify digital signatures with

blockchain technology [19]. By using a decentralized record-keeping system, AlphaSign ensures that every
signature issued has publicly verifiable validity without the risk of data manipulation. AlphaSign also adopts
an encryption system to protect sensitive information, so that the security of digital signatures is increasingly
guaranteed [20].

2.4. Advantages of Blockchain-Based Digital Signatures
The application of blockchain in digital signatures provides several advantages over traditional meth-

ods, including:

• High Security: Data stored in the blockchain cannot be changed or falsified.

• Decentralization: It does not depend on a central authority, so it is more transparent and accessible to
many parties.

• Verification Process Efficiency: Signatures can be verified in real-time without requiring lengthy admin-
istrative processes.

• Compliance with Regulations: Ensuring that personal data remains protected in accordance with appli-
cable regulations.

While blockchain has been explored in various applications for digital signatures, including those by platforms
like DocuSign and Adobe Sign, this study provides a unique contribution by focusing on the AlphaSign plat-
form, which is specifically designed to enhance both the security and environmental sustainability of the digi-
tal signature process.Unlike conventional systems, which rely on centralized verification methods, AlphaSign
leverages the full potential of blockchain’s decentralized nature to eliminate single points of failure, ensuring
greater transparency and resistance to manipulation [6]. Additionally, while other blockchain-based systems
have focused primarily on the financial sector or legal document verification, AlphaSign expands its scope
to cater to educational, governmental, and environmental sectors, where paperless processes are critical for
reducing carbon footprints and meeting Sustainable Development Goals (SDGs) [21]. Moreover, many ex-
isting blockchain-based digital signature platforms still rely on public blockchains like Ethereum or Bitcoin,
which can be resource-intensive and inefficient. In contrast, AlphaSign utilizes a more energy-efficient, pri-
vate blockchain network, addressing concerns related to scalability and environmental impact, which are often
overlooked in traditional blockchain applications for digital signatures [22].

From various studies that have been conducted, it can be concluded that the use of blockchain in
digital signatures, especially through the AlphaSign platform, provides a safer and more efficient solution than
conventional methods [23]. The reliability of digital signatures is increasing. Therefore, this study focuses on
the analysis of the use of AlphaSign in creating blockchain-based digital signatures to improve security and
trust in document verification systems [24].

The literature review provides a comprehensive background on blockchain’s applications, particularly
in digital signatures. Building upon these insights, the next section outlines the methodology used in this study
to evaluate the AlphaSign platform’s implementation of blockchain-based signatures [25]. We will explore the
design, data collection process, and analysis methods that allow us to assess its security, speed, and environ-
mental impact [26].

3. RESEARCH METHODS

This study uses the Research and Development (R&D) method to develop a blockchain-based digital
signature creation system through the AlphaSign website [27]. This method involves several main stages as
follows:

3.1. Literature Study
To better understand how blockchain technology supports digital signature systems, it is essential to

explore its core components and mechanisms. Blockchain operates as a decentralized and immutable ledger
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that enables secure transactions without the need for intermediaries. It includes various interconnected ele-
ments such as wallets, addresses, mining processes, consensus mechanisms, and smart contracts, all of which
contribute to the transparency, security, and trustworthiness of digital interactions. These aspects are visually
represented in Figure 1, which illustrates the overall concept of blockchain and its operational structure.

Figure 1. Illustration of the Blockchain concept

As shown in Figure 1, the blockchain ecosystem is composed of multiple interconnected components
that function cohesively to ensure data integrity and transaction security. Elements such as wallets and ad-
dresses are used for identity and access, while mining and verification ensure that transactions are validated
through consensus mechanisms. Additionally, smart contracts automate processes without human intervention,
and the network structure promotes decentralization, reducing the risk of single points of failure. These features
make blockchain a reliable foundation for implementing secure digital signature systems [28].

3.2. System Design
To demonstrate the practical implementation of blockchain-based digital signature systems, this study

presents the AlphaSign platform. The system is designed with a user-friendly interface and secure backend
processes that ensure the integrity and validity of signatures. It leverages blockchain to provide a transparent
and tamper-resistant environment for digital verification. Figure 2 displays the main page view of the AlphaSign
system, showcasing its simple and secure entry point for users to begin the digital signature process [29].

Figure 2. Main page view of alphasign

As illustrated in Figure 2, the AlphaSign main page provides a straightforward and secure interface
for users to initiate the digital signature process [30]. This interface is designed to ensure ease of access
while maintaining strong security measures from the very first interaction. The padlock symbol emphasizes
the platform’s commitment to protecting user data and signature integrity [31]. Behind this interface, complex
processes such as identity verification, blockchain data recording, and secure storage operate seamlessly to en-
sure that each digital signature is both authentic and tamper-proof [32]. This integration of frontend simplicity
and backend robustness reflects the system’s focus on usability without compromising security [33].

3.3. Data Evaluation and Analysis
The test result data was analyzed using both quantitative and qualitative methods. The quantitative

analysis focused on measuring the improvements in speed and security provided by the blockchain-based sys-
tem [34]. For speed improvements, the time taken for signature verification using AlphaSign was compared
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to traditional methods, with measurements taken from multiple trials [35]. Specifically, we quantified the
time reduction in signature verification by tracking the duration from signature creation to validation in both
blockchain-based and conventional systems. The results showed that the blockchain-based system improved
verification speed by 70%, with an average time reduction of 12.5 seconds per document in comparison to the
traditional methods [36].

For security improvements, we used a set of defined security metrics, such as the rate of unauthorized
access attempts and the frequency of signature tampering incidents [37]. Data were collected from a controlled
test environment where both systems were subjected to simulated attacks, such as document forgery and man-
in-the-middle interception. The blockchain-based system showed a 90% improvement in security, with no
successful tampering detected during the tests, compared to a 35% success rate in traditional systems [38].

To further illustrate the user interaction within the AlphaSign platform, Figure 3 presents the main
menu interface used to manage digital signature-related projects. This section of the system allows users to
oversee their activities, including ongoing signature processes, stored documents, and project coordination [39].
The dashboard is designed to offer a seamless experience by simplifying project management and enabling
users to conduct digital signing operations in a centralized, blockchain-secured environment [40].

Figure 3. Main menu of AlphaSign

As shown in Figure 3, the AlphaSign dashboard provides users with an organized and intuitive
workspace to manage various projects involving digital signatures [41]. Users can access different menu op-
tions such as ”My Projects,” ”My Documents,” and ”My Team,” which streamline the process of initiating,
tracking, and completing signature tasks. This centralized interface supports both individual and organizational
use cases, such as managing seminars or business agreements, allowing signatures to be processed efficiently
without the need for in-person interactions. The integration of blockchain ensures that every action is recorded
transparently and securely.

4. RESULTS AND DISCUSSION

Overall, the implementation of the AlphaSign website as a blockchain-based digital signature creation
platform shows several significant results:

4.1. Environmental Impact
The implementation of a blockchain-based digital signature system such as AlphaSign has a positive

environmental impact by significantly reducing the need for paper and link [42]. Traditional signature pro-
cesses often require printing documents, which contributes to deforestation and increased carbon emissions.
By digitizing the entire signing process, this system helps lower the carbon footprint associated with physical
document handling. As a result, it supports the achievement of Sustainable Development Goal (SDG) 13 on
Climate Action, demonstrating how technological innovations can contribute to environmental sustainability.

4.2. Publishing Process Efficiency
• The digital signature issuance process is 70% faster than conventional methods.

The use of blockchain-based digital signature systems significantly reduces the time needed to complete
the signing process. Unlike conventional methods that may involve printing, physical signing, scanning,
and manual delivery, digital signatures can be issued almost instantly [43]. This acceleration measured at
around 70% faster translates into increased efficiency for organizations, particularly those handling large
volumes of documents or requiring quick approvals [44].
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• Users can access and verify signatures in real time, without the need for physical documents.

With the integration of blockchain, users are able to check the authenticity and status of a signature
instantly from any location. This real-time verification process eliminates the dependency on physical
paperwork, courier services, or waiting periods [45]. It also enhances security, as every signed document
can be validated directly through the system, ensuring accuracy and traceability.

4.3. Security and Validity of Signatures
• Blockchain technology ensures that every signature issued has a unique hash, which cannot be changed

or forged.

Blockchain technology works by generating a unique hash for every digital signature issued. This hash is
a cryptographic representation of the signed data, created through a combination of the document content
and the signer’s private key. Since data stored on the blockchain is immutable, the hash guarantees that
the signature cannot be altered or forged. This provides strong assurance of the document’s authenticity
and integrity

• Signature verification can be done quickly through the hash matching system in the blockchain.

Digital signature verification is performed by matching the hash of the submitted document with the
hash stored on the blockchain. If the hashes match, it proves that the document has not been modified
since it was signed. This verification process is automatic, fast, and can be done online without human
intervention, significantly improving efficiency and reducing the risk of manipulation [46].

To demonstrate the result of a blockchain-based digital signature process, this study presents an ex-
ample of a digital certificate generated by the AlphaSign system. This certificate serves as official proof that a
document has been digitally signed, verified, and stored securely using blockchain technology. It reflects the
system’s ability to produce tamper-proof, traceable, and legally valid outputs that can be independently verified
by any party. Figure 4 shows a sample of a digital certificate issued through AlphaSign, complete with a unique
signature hash and a QR code for real-time validation [47].

Figure 4. The following is the result of a digital signature via the AlphaSaign website

Figure 4 shows the digital certificate from the AlphaSign system, which includes a unique signature
hash and a QR code for direct blockchain verification. This design ensures the certificate’s authenticity, al-
lows real-time validation, and enhances document credibility and transparency, reinforcing blockchain’s role
in secure, trustworthy digital documentation [48].

To further demonstrate how the verification process works in practice, this study includes a real ex-
ample of signature validation using the AlphaSign platform. When a digital certificate is scanned, the system
retrieves and displays detailed information to confirm the document’s authenticity, including the document
number, issuance date, and purpose. This crucial step ensures that every aspect of the certificate’s validity is
transparent and traceable. Moreover, the system cross-references the document’s signature with the blockchain
ledger to verify its legitimacy, eliminating any doubts about potential alterations or fraud. This process ensures
that the certificate has indeed been signed and recorded securely using blockchain technology. The immediate
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and reliable validation provided by the platform enhances confidence in the security of digital transactions, par-
ticularly in environments where document integrity is paramount. Figure 5 shows the scan result of a digitally
signed certificate, confirming its verification status in real time [49].

Figure 5. The following is the scan result of verifying the authenticity of the signature on the certificate.

As shown in Figure 5, The AlphaSign system offers clear, transparent verification when scanning
a signed certificate. It confirms the document’s authenticity and displays key metadata like letter number,
publication date, and purpose. Blockchain ensures the data cannot be altered, enhancing trust and credibility
among stakeholders [50].

The use of AlphaSign as a blockchain-based digital signature platform significantly enhances security,
efficiency, and transparency. Blockchain ensures each signature has a unique, tamper-proof hash, improving
document validity. The verification process is 70% faster than conventional methods and can be done in real-
time without physical documents. AlphaSign also supports SDG 13 (Climate Action) by reducing paper and
ink usage, lowering the carbon footprint, and is more cost-effective than third-party digital signature services,
making it accessible to educational institutions, companies, and individuals [51].

Blockchain-based signature systems are more secure than conventional methods, as they can’t be
forged or lost, and validation is automated without a third party. However, public understanding of blockchain
remains a challenge. This research contributes to SDG 9 and SDG 16 by promoting digital innovation, trans-
parency, and accountability. AlphaSign offers an efficient, secure, and environmentally friendly solution.

While blockchain-based signatures enhance security, efficiency, and sustainability, their adoption may
require changes in regulatory frameworks, particularly around data protection and digital signature validation.
Policymakers will need to update standards to accommodate blockchain’s decentralized nature while protecting
personal data.

This could include creating guidelines for handling sensitive data within blockchain systems and estab-
lishing frameworks for verifying the authenticity of blockchain-based signatures within legal and governmental
processes.Furthermore, future research could explore the role of blockchain in enabling cross-border document
verification, addressing the challenges of international data privacy laws and regulations. As blockchain tech-
nology continues to evolve, there will likely be opportunities to integrate it with other emerging technologies,
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such as artificial intelligence, to create more sophisticated and automated document handling systems. Fu-
ture studies could investigate the implications of these integrations and their potential to further streamline
document verification and improve security.

While blockchain-based digital signatures offer significant advantages in terms of security, efficiency,
and environmental sustainability, there are several challenges that need to be addressed before widespread
adoption.One of the major challenges is the general public’s limited understanding of blockchain technology.
Despite its growing prominence, blockchain remains a complex concept for many people, and its decentralized
nature can be intimidating. This lack of understanding could hinder the adoption of blockchain-based digital
signatures, particularly in sectors where user trust and education are critical.

A large-scale educational initiative is needed to inform users and organizations about blockchain’s
benefits over traditional systems. Regulatory challenges remain, as blockchain’s decentralized nature conflicts
with existing legal frameworks.Governments may struggle to certify the legality of blockchain-based signatures
within traditional systems. Ensuring compliance with data protection laws like GDPR and court recognition of
blockchain signatures requires further exploration. Additionally, scalability issues persist, as private blockchain
networks demand significant computational resources, which may hinder large-scale adoption, particularly in
low-resource settings, delaying blockchain’s full potential in digital signatures.

5. MANAGERIAL IMPLICATIONS

Based on the findings of the study regarding the implementation of blockchain technology in digi-
tal signature systems through the AlphaSign platform, several managerial implications can be considered by
organizations or companies looking to adopt this solution:

• Enhanced Document Security

The implementation of blockchain in the digital signature system ensures that every signature issued
cannot be altered or forged. For managers, this means a significant increase in the integrity and security
of documents, reducing the risk of forgery and unauthorized access. Organizations can leverage this
solution to secure critical documents such as contracts, agreements, and legal papers.

• Efficiency in Signature Verification

With a faster verification speed (up to 70% faster than traditional methods), managers can use this tech-
nology to enhance operational efficiency. Faster signature processes will reduce the time required to fi-
nalize transactions and agreements, thus improving team productivity and accelerating decision-making.

• Cost Savings on Operational Expenses

Blockchain-based platforms like AlphaSign reduce reliance on traditional signature methods that require
paper and ink. As a result, companies can save on costs related to printing, mailing documents, and paper
archiving. This can also help organizations meet sustainability goals by reducing their carbon footprint.

• Improved Compliance with Data Protection Regulations

AlphaSign, based on blockchain, offers transparency and compliance with personal data protection regu-
lations, such as GDPR, as the data related to digital signatures can be securely managed without violating
privacy laws. Managers can adopt this system to ensure their organizations stay compliant with increas-
ingly stringent data protection regulations.

• Sustainable Digital Transformation

By supporting paper reduction and introducing electronic-based administrative systems, AlphaSign con-
tributes to SDG 13 (Climate Action). Organizations can view the use of this platform as part of their
digital transformation strategy, supporting sustainability, which is becoming increasingly important in
response to global market demands for environmentally-friendly business practices.

• Support for Transparent and Trustworthy Decision-Making

With blockchain, the entire signature process becomes transparent and can be independently verified by
third parties at any time. This allows managers to ensure that decisions made within the organization are
clearly accountable, increasing trust between the company, clients, and other stakeholders.
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6. CONCLUSION

In the digital era, the need for secure and verifiable digital signatures is increasing. Conventional
methods often face obstacles such as forgery, long verification processes, and the risk of losing documents.
Therefore, blockchain-based solutions are an innovative alternative to improve security and efficiency in issu-
ing digital signatures. This study aims to analyze the use of the AlphaSign website in creating blockchain-based
digital signatures. The main focus is to improve security, transparency, and efficiency in the signature system,
while supporting sustainable development goals (SDGs) related to digital infrastructure innovation and institu-
tional justice this study uses a Research and Development (R&D) approach that includes literature studies.

Blockchain based system design,and system effectiveness evaluation. Data were analyzed using quan-
titative and qualitative methods to measure the impact on security, issuance efficiency, and reduction of signa-
ture forgery. The results show that the implementation of blockchain-based AlphaSign can increase signature
security by up to 90% and speed up the verification process by up to 70% compared to conventional methods.
In addition, this system contributes to reducing the use of paper and ink, supporting SDG 13 (Climate Action).

Utilizing AlphaSign as a blockchain-based digital signature platform offers a more secure, efficient,
and transparent solution compared to traditional methods. Blockchain technology ensures that signatures can-
not be forged or altered, while verification can be done in real-time without a third party. Although there are
still challenges in adopting this technology, its benefits in improving administrative efficiency, data security,
and environmental sustainability make it an ideal solution for educational institutions, companies, and other
sectors.
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