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ABSTRACT

This study compares the scalability and security of the InterPlanetary File Sys-
tem (IPFS) and traditional cloud storage platforms. As global data traffic contin-
ues to rise, traditional centralized cloud services, like AWS S3 and Google Cloud
Storage, face increasing challenges in terms of scalability, security, and data
sovereignty. In contrast, IPFS offers a decentralized, content-addressed storage
model that enhances data integrity and resilience. This research uses a com-
bination of qualitative and quantitative methods, including a literature review,
performance benchmarking, and security assessments. The evaluation involved
testing various file sizes, monitoring data availability over seven days, and con-
ducting fault tolerance simulations. The findings reveal that traditional cloud
platforms provide stable, predictable performance, low latency, and high avail-
ability, making them suitable for enterprise applications. However, IPFS with
its decentralized architecture, excels in ensuring data integrity and resilience in
distributed environments, although it experiences performance variability and
lacks built-in encryption and access control. These factors make IPFS less vi-
able in regulated settings. The study concludes that IPFS and traditional cloud
storage should not be seen as alternatives, but as complementary systems. A
hybrid approach, combining the strengths of both, can support scalable, secure,
and sustainable digital infrastructures, aligning with SDG 9, which promotes
innovation and resilient infrastructure development
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1. INTRODUCTION

In the digital era, data has become one of the most valuable assets in modern society. Rapid advances
in internet connectivity, cloud services, artificial intelligence, and smart devices have significantly increased the
volume of digital data generated every second. Businesses, governments, academic institutions, and individu-
als increasingly rely on the ability to store, access, and protect data efficiently [1]. To address these demands,
traditional cloud storage providers such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud
Platform have developed robust, centralized infrastructures capable of managing massive volumes of informa-
tion. Despite their maturity and reliability, centralized cloud architectures raise critical concerns related to data
sovereignty [2].

Journal homepage: https://journal.pandawan.id/b-front

https://doi.org/10.34306/bfront
https://orcid.org/0009-0008-7236-2402
https://orcid.org/0000-0001-9806-7761
https://orcid.org/0009-0000-8585-3245
mailto:nur.wahid@raharja.info
mailto:fitrinurdianingsih22@students.unnes.ac.id
mailto:p.jonparker@rey.zone
https://creativecommons.org/licenses/by/4.0/
http://10.34306/bfront.v5i2.857
https://creativecommons.org/licenses/by/4.0/
https://journal.pandawan.id/b-front


Blockchain Frontier Technology (B-Front) ❒ 183

One of the major driving forces behind the search for alternative storage architectures is the exponen-
tial growth of global data traffic. According to the Cisco Annual Internet Report, global IP traffic reached 396
exabytes per month in 2022 and is projected to continue increasing rapidly in the coming years. This growth
places significant pressure on centralized infrastructures, which must continuously scale server capacity, band-
width, and redundancy mechanisms to maintain performance and availability.

Figure 1. Global IP Traffic Growth, 2018–2023
Source: Cisco Annual Internet Report, 2023.

As shown in Figure 1 while traditional cloud storage services attempt to address these challenges
through automated scaling and integrated security tools, they fundamentally rely on location-addressed archi-
tectures, where data is retrieved based on server locations [3]. In contrast, decentralized storage technologies
such as the IPFS adopt a content-addressed and peer-to-peer architecture, in which files are identified and re-
trieved using cryptographic hash values rather than fixed server addresses [3]. This architectural shift enables
improved data integrity, resistance to tampering, and enhanced availability across distributed networks. As
a result, IPFS has gained increasing attention in domains such as decentralized finance, digital preservation,
and censorship-resistant publishing [4]. Although prior studies have discussed the conceptual advantages and
limitations of both centralized cloud storage and IPFS, empirical comparisons that simultaneously evaluate
scalability and security using experimental benchmarking remain limited. Most existing works focus either on
theoretical analysis or on isolated use cases, leaving a gap in systematic, data-driven evaluations between these
two storage paradigms under comparable conditions [5].

This study conducts a distributed systems of IPFS and traditional cloud storage solutions with a focus
on scalability and security as two critical pillars of modern data infrastructure. The research aims to investigate
whether IPFS can function as a viable alternative or a complementary solution to traditional cloud systems,
particularly in scenarios requiring decentralization, resilience, and data immutability. To guide the analysis,
this study is structured around the following research questions:

• RQ1: How do IPFS and traditional cloud storage systems compare in terms of scalability under varying
data loads and network conditions?

• RQ2: What are the key differences in security characteristics between IPFS and traditional cloud storage,
particularly regarding data integrity, access control, and resilience to failures?

• RQ3: Based on experimental results, what implications do these differences have for the adoption of
hybrid storage models in modern digital infrastructures?

By addressing these research questions through a combination of literature review, performance bench-
marking, and qualitative security assessment, this study seeks to provide objective insights for researchers,
practitioners, and policymakers regarding the evolving landscape of data storage architectures [6, 7].

As a response to these challenges, decentralized storage technologies such as the IPFS are gaining
attention. IPFS offers a content addressable storage model that is distributed across networks, which addresses
some of the key issues of centralized cloud systems, such as data immutability, resilience, and data sovereignty
[8]. This study explores how such decentralized solutions could contribute to more sustainable digital infras-
tructure [9, 10]. The infrastructure shift toward decentralized and distributed systems aligns with SDGs 9
(Industry, Innovation, and Infrastructure), which aims to foster innovation and build resilient infrastructure.
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By leveraging decentralized technologies, organizations can improve data management scalability while also
reducing dependence on centralized cloud providers, leading to more sustainable, secure, and transparent in-
frastructure.

2. LITERATURE REVIEW

2.1. The Evolution of Data Storage Technologies
Data storage technologies have undergone significant transformation over the past decades, evolving

from physical storage media such as magnetic tapes and hard disk drives to large-scale cloud-based platforms
[11]. Traditional cloud storage providers, including AWS, Google Cloud, and Microsoft Azure, have become
the backbone of contemporary digital services by offering high availability, elastic scalability, and managed
infrastructure [12]. These platforms enable organizations to handle rapidly increasing data volumes efficiently
while reducing the complexity associated with on premise infrastructure management [13].

Despite these advantages, recent studies have identified inherent limitations within centralized cloud
storage models, particularly in relation to data sovereignty, long-term operational costs, and dependency on
single service providers [14, 15]. The growing frequency of large-scale data breaches and concerns regarding
vendor lock-in have further intensified critical discussions surrounding centralized data governance and control
[16]. In response to these challenges, decentralized storage systems have emerged as an alternative paradigm.
By distributing data across multiple nodes rather than relying on centralized servers, decentralized storage aims
to enhance system resilience, data availability, and fault tolerance under adverse conditions [17]. However, em-
pirical comparative studies that systematically evaluate decentralized and centralized storage models especially
in terms of scalability and security remain limited, indicating a need for further investigation [18].

2.2. IPFS and Decentralized Storage
IPFS represents a decentralized approach to data storage that seeks to address several structural limi-

tations of centralized systems [19, 20]. Distributed systems traditional cloud storage, which relies on location-
based addressing and centralized data centers, IPFS employs a content addressable storage mechanism in which
each file is identified by a unique cryptographic hash [21]. This design enhances data integrity, as any modifica-
tion to stored content results in a different hash value, making unauthorized alterations immediately detectable
[22].

Recent developments have expanded the applicability of IPFS through integration with blockchain
technologies, enabling its use in smart contracts, decentralized applications, and distributed data management
frameworks [23]. These characteristics position IPFS as a promising infrastructure for applications that re-
quire transparency, immutability, and distributed trust. Nevertheless, despite its architectural advantages, IPFS
continues to face adoption challenges, particularly in enterprise environments [24, 25]. The absence of native
encryption and built-in user access control mechanisms poses a significant barrier for deployment in regulated
sectors that demand strict compliance, auditing, and confidentiality requirements [26]. In addition, usability
constraints and the lack of standardized governance models may limit organizational scalability and broader
adoption [27]. While IPFS adoption has increased in areas such as supply chain management and decentralized
finance (DeFi), these limitations suggest that IPFS currently functions more effectively as a complementary
technology rather than a full replacement for traditional cloud storage in enterprise contexts [28].

2.3. Scalability Comparison: IPFS vs Traditional Cloud
Scalability is a critical factor in evaluating modern data storage solutions. Traditional cloud service

providers utilize auto-scaling mechanisms, globally distributed data centers, and Service Level Agreements
(SLAs) to maintain stable performance under varying workloads [29, 30]. These managed infrastructures
enable cloud platforms to deliver predictable throughput, controlled latency, and consistent service quality,
which are essential for enterprise applications and high traffic digital services [31].

In contrast, IPFS achieves scalability through horizontal expansion by distributing data across a peer-
to-peer network [32]. While this decentralized approach allows IPFS to scale organically as network partic-
ipation increases, its performance is inherently influenced by network conditions, node availability, and data
replication strategies [33]. Prior studies indicate that IPFS performs effectively in decentralized and geograph-
ically distributed environments, such as blockchain based systems and collaborative data networks. However,
it may experience performance limitations in latency sensitive or high-throughput scenarios where controlled
infrastructure, bandwidth management, and predictable service guarantees are required [34, 35]. Consequently,
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traditional cloud platforms continue to dominate enterprise deployments where scalability consistency, opera-
tional support, and performance predictability remain critical requirements [36].

2.4. Security Implications in Decentralized and Centralized Storage
Security considerations play a fundamental role in the design and selection of data storage systems,

encompassing confidentiality, integrity, and availability [37]. Traditional cloud providers invest extensively in
comprehensive security frameworks [38]. These features are typically integrated into cloud service architec-
tures, offering organizations centralized security management and regulatory compliance support.

Decentralized storage systems such as IPFS address security from a different perspective. Through
its content-addressing mechanism and distributed architecture, IPFS inherently enhances data integrity and
resistance to tampering, as any unauthorized modification alters the content hash and invalidates the reference
[39]. However, IPFS does not provide native encryption or fine-grained access control by default, requiring
additional application layer security mechanisms to protect sensitive data [39]. This distinction highlights a
fundamental trade off between decentralization and managed security services [40]. While IPFS excels in
ensuring data immutability and censorship resistance, traditional cloud platforms remain more suitable for
environments that demand security management, regulatory compliance, and controlled data access.

3. RESEARCH METHOD

This study adopts a comparative qualitative–quantitative research design to analyze and evaluate the
performance of IPFS and traditional cloud storage platforms, namely AWS S3 and Google Cloud Storage, with
a specific focus on scalability and security aspects. The methodological framework is aligned with the research
questions formulated in the Introduction, ensuring consistency between the problem formulation, experimental
setup, and analytical interpretation. A multi method approach is employed, consisting of a systematic literature
review, controlled performance benchmarking, and a structured security assessment. This design allows the
study to capture both empirical performance measurements and architectural characteristics of centralized and
decentralized storage systems.

3.1. Centralized Cloud Architecture and Research Workflow
Each virtual machine is managed by a Virtual Machine Manager, while system performance, resource

utilization, and fault conditions are continuously supervised by a virtual machine monitor. The virtual machines
operate on top of multiple physical servers (Server 1 to Server n), enabling horizontal scaling, redundancy, and
fault isolation. This architecture represents the centralized cloud storage model evaluated during the bench-
marking phase and serves as a reference for comparison with the decentralized IPFS architecture [41].

The centralized cloud distributed systems architecture supports predictable scalability management
through explicit orchestration and resource allocation mechanisms. Load balancing and virtual machine man-
agement enable workloads to be distributed efficiently across available resources, minimizing performance
degradation under increasing demand. This controlled environment provides a stable foundation for evaluating
scalability indicators such as throughput stability and latency behavior during the benchmarking process.

System monitoring components play an essential role in maintaining service reliability and availability
throughout the experiments. Continuous observation of resource utilization, system health, and fault conditions
allows the infrastructure to respond dynamically to disruptions. These distributed systems characteristics are
particularly relevant for assessing data availability and fault tolerance, as they reflect how centralized cloud
platforms sustain operational continuity through redundancy and automated recovery mechanisms.

The centralized control model also introduces specific implications for security and governance eval-
uation. Integrated authentication mechanisms, identity and access management, and centralized policy en-
forcement enable fine-grained control over data usage and permissions. These architectural features provide a
concrete basis for analyzing security aspects such as access control effectiveness, compliance readiness, and
resistance to unauthorized access, which differ fundamentally from the decentralized trust model of IPFS.

This architectural representation into the research workflow, the study establishes a methodologically
consistent baseline for comparison. Clearly defining orchestration, monitoring, and fault-handling mechanisms
on the cloud side ensures that observed differences in scalability and security performance can be attributed
to architectural design choices rather than experimental inconsistencies. This approach strengthens the valid-
ity and interpretability of the comparative analysis between centralized cloud storage and decentralized IPFS
systems.
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Figure 2. Traditional cloud storage architecture with load balancing.

Figure 2 illustrates the conceptual architecture of the traditional centralized cloud storage environment
used as the baseline model in this study. Multiple users submit service requests that are first handled by a
Data Centre Controller, which coordinates incoming traffic and forwards requests to a Load Balancer. The
load balancer distributes workloads across multiple Virtual Machines (VM-1 to VM-n) using predefined load
balancing techniques and algorithms.

This architectural representation is essential for ensuring methodological fairness in the comparative
evaluation. By explicitly modeling request routing, load balancing, virtual machine management, and monitor-
ing layers, the study establishes a clear baseline for how scalability and fault tolerance are achieved in central-
ized cloud environments. This baseline architecture allows performance metrics such as latency, throughput
stability, availability, and failure recovery to be interpreted in relation to well-defined control and orchestration
mechanisms, thereby enabling a structured and consistent comparison with the decentralized IPFS architecture
examined in this study [42].

3.2. Benchmarking Metrics and Tools
Performance evaluation in this study focused on scalability-related metrics, including upload speed,

download speed, latency, data availability, and fault tolerance. These metrics were selected because they repre-
sent critical indicators of storage system performance under increasing data loads and varying network condi-
tions. Upload and download speeds reflect throughput efficiency, latency indicates responsiveness, while data
availability and fault tolerance capture system reliability and resilience in real-world usage scenarios.

Data availability and fault tolerance were evaluated through longitudinal monitoring and simulated
failure scenarios. Data availability was measured as the percentage of successful file access attempts over
a seven-day observation period, while fault tolerance was assessed by intentionally introducing node or ser-
vice disruptions and observing system behavior and recovery. These metrics provided insight into how each
storage model handles partial failures, network instability, and redundancy, offering a comprehensive view of
scalability beyond raw throughput performance.
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Table 1. Performance Benchmark Metrics and Tools
Metric Definition Tool/Method Used

Upload Speed Time taken to upload files (MBps) Custom Python Script, cURL
Download Speed Time taken to retrieve files (MBps) wget, cURL

Latency Response time during file retrieval (ms) Ping, Traceroute
Data Availability File accessibility rate (%) over 7 days Cron Job Monitoring
Fault Tolerance System behavior during failure scenarios Simulated Node Shutdown

As summarized in Table 1, the selected benchmarking metrics are designed to capture both perfor-
mance scalability and system resilience across storage platforms. Upload speed, download speed, and latency
represent core throughput and responsiveness indicators, while data availability and fault tolerance evaluate
system stability under prolonged operation and failure conditions [43]. By applying consistent tools and mea-
surement procedures for each metric, the study ensures comparability between centralized cloud storage and
decentralized IPFS environments, allowing observed differences to be attributed to architectural characteristics
rather than measurement bias.

3.3. Data Analysis Techniques
Quantitative data obtained from the performance benchmarking experiments were analyzed using sta-

tistical averaging and variance calculations to assess consistency and performance stability across different test
[44]. Metrics such as upload speed, download speed, and latency were computed from repeated measurements
to minimize random fluctuations and provide representative performance values for each storage platform.
This approach allows a more objective comparison between IPFS, AWS S3, and Google Cloud Storage under
comparable conditions [43].

To support interpretability, the quantitative results were further visualized using graphical representa-
tions, including bar charts and line graphs. These visual tools were employed to highlight performance trends
across varying file sizes and network environments, as well as to illustrate differences in performance variabil-
ity between decentralized and centralized storage architectures [45]. Visualization helped identify patterns that
were not immediately evident from numerical summaries alone, particularly regarding performance consistency
and scalability behavior [46].

Security-related data were analyzed using qualitative assessment techniques, focusing on a compara-
tive evaluation of key security dimensions across the tested platforms. These dimensions included compliance
with recognized industry standards, encryption mechanisms, access control models, data integrity assurance,
and exposure to potential system vulnerabilities. The qualitative analysis aimed to contextualize technical
features within practical deployment considerations, especially for enterprise and regulated environments.

The dataset was normalized to enable fair comparisons across heterogeneous storage systems. Perfor-
mance patterns were identified by examining results across different file sizes and network conditions. Finally,
the strengths and weaknesses of each storage model were evaluated based on established scalability and security
criteria, forming the basis for the comparative discussion and conclusions presented in this study.

4. RESULT AND DISCUSSION

4.1. Scalability Performance Analysis
The first objective of this study was to evaluate the scalability performance of IPFS and traditional

cloud storage platforms under increasing data loads [47]. Quantitative benchmarking tests were conducted
through upload and download trials for each platform across three file sizes (5 MB, 50 MB, and 500 MB) under
controlled network conditions.

The narrow variance observed in cloud platforms can be attributed to centralized resource provision-
ing, managed bandwidth allocation, and automated load balancing. It should be noted that the cloud services
were tested under standard service conditions without intentional bandwidth throttling. However, peak global
traffic loads were not simulated, representing a limitation of the controlled environment. Regarding download
performance, AWS S3 and Google Cloud Storage consistently maintained low latency (below 80 ms), whereas
IPFS latency fluctuated between 120 ms and 200 ms, particularly for larger file sizes. Nevertheless, during
simulated geographically distributed access [32].
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Table 2. Scalability Performance Benchmark Results

Platform File
Size

Avg
Upload
Speed

(MBps)

Std. Dev.
(MBps)

Avg
Download

Speed
(MBps)

Avg
Latency

(ms)

AWS S3 5 MB 80.2 ±2.8 92.4 58
AWS S3 50 MB 78.5 ±3.1 89.7 63
AWS S3 500 MB 75.6 ±3.7 85.2 74
Google
Cloud

Storage
5 MB 76.8 ±3.0 90.1 60

Google
Cloud

Storage
50 MB 74.2 ±3.5 87.3 66

Google
Cloud

Storage
500 MB 71.9 ±4.1 82.8 78

IPFS 5 MB 58.4 ±7.2 70.6 118
IPFS 50 MB 47.9 ±8.9 63.4 152
IPFS 500 MB 39.6 ±12.7 55.1 198

As shown in Table 2 traditional cloud services exhibited highly stable and predictable throughput.
AWS S3 achieved an average upload speed of approximately 78 MBps with low variance, while Google Cloud
Storage averaged 74 MBps. In contrast, IPFS demonstrated significantly higher performance variance, with
upload speeds ranging from 35 MBps to 60 MBps, depending on peer availability and replication strategy.

4.2. Data Availability and Fault Tolerance Analysis
Beyond throughput and latency, this study evaluated data availability and fault tolerance to assess sys-

tem resilience. Data availability was measured as the percentage of successful file retrievals over a continuous
seven-day period, while fault tolerance was examined through ten simulated failure scenarios.

Platform Availability Rate (%) Downtime Incidents Primary Cause
AWS S3 100% 0 Centralized redundancy

Google Cloud Storage 100% 0 Multi-zone replication
IPFS (High Replication) 96% 2 Temporary peer unavailability
IPFS (Low Replication) 92% 5 Limited peer hosting

Table 3. Data Availability Results Over a 7-Day Observation Period

The fault tolerance results in Table 3 show that IPFS is inherently resilient to localized failures, as con-
tent remains accessible as long as at least one peer hosts the data. However, coordinated peer unavailability led
to temporary access delays, highlighting the dependency of IPFS resilience on network health and replication
strategy. In contrast, cloud platforms demonstrated seamless recovery due to centralized redundancy.

4.3. Security Evaluation Results
From a security perspective, traditional cloud storage platforms provide comprehensive, integrated

security frameworks. These include AES-256 encryption at rest and in transit, centralized Identity and Access
Management (IAM), detailed audit logging, and compliance with international standards such as ISO/IEC
27001 and GDPR. Such features are enabled by default and managed directly by the service providers, making
them well-suited for regulated industries requiring strict governance and accountability.

In contrast, IPFS relies on content-addressing and immutability, where data integrity is ensured through
cryptographic hash verification. Any modification to stored content results in a new hash, making unauthorized
tampering immediately detectable. This mechanism provides strong guarantees for data integrity and prove-
nance. However, IPFS does not natively support encryption or fine grained access control, requiring these
security layers to be implemented at the application level or through third party integrations [48].
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This limitation represents a significant barrier to IPFS adoption in regulated enterprise environments,
where confidentiality [49]. While IPFS is inherently more resistant to censorship and centralized attacks due
to its decentralized architecture, traditional cloud platforms remain superior for use cases requiring controlled
access, compliance auditing, and end-to-end managed security [50].

Synthesizing the scalability, availability, and security results reveals clear architectural trade-offs be-
tween the two storage paradigms. Traditional cloud platforms leverage location-addressed storage, centralized
infrastructure, and managed services to deliver predictable performance, strong governance, and compliance-
ready security. These characteristics make them ideal for enterprise workloads involving high transaction
volumes, low latency requirements, and sensitive data. Conversely, IPFS employs a content-addressed, peer-to-
peer architecture, which shifts scalability from centralized resource provisioning to network-wide participation.
This design enhances data integrity, resilience to censorship, and distributed availability but introduces perfor-
mance variability and additional security integration requirements. Consequently, IPFS excels in decentralized
applications, open data repositories, blockchain ecosystems, and collaborative research environments where
data immutability and resilience are prioritized over strict access control. Importantly, the findings indicate
that IPFS and traditional cloud storage should not be viewed as direct substitutes. Instead, they can function as
complementary components within hybrid storage architectures. For example, latency-sensitive and frequently
updated datasets can be stored on traditional cloud platforms, while immutable metadata, archival records, or
cryptographic proofs can be stored on IPFS to ensure long-term integrity and transparency.

IPFS ability to scale effectively in distributed networks and provide a more resilient solution for data
management highlights its potential as a complementary technology to traditional cloud solutions. As or-
ganizations face increasing pressure to manage massive volumes of data efficiently, hybrid storage solutions,
combining the strengths of both centralized cloud systems and decentralized technologies like IPFS, are emerg-
ing as a practical approach to meet the evolving demands of modern infrastructures. These hybrid models can
contribute to the goals outlined in SDGs 9, helping organizations to build more resilient, sustainable, and
innovative infrastructure.

5. MANAGERIAL IMPLICATIONS

The findings of this study provide several important managerial implications for decision-makers re-
sponsible for designing and managing data storage infrastructures in modern digital organizations. As orga-
nizations increasingly depend on complex data storage systems, balancing performance, scalability, security,
and operational requirements becomes essential. This study emphasizes the need for a nuanced approach to
storage infrastructure design, particularly with the growing relevance of decentralized technologies alongside
traditional cloud-based systems. The following subsections offer managerial strategies for integrating central-
ized and decentralized storage systems, aiming to optimize operational effectiveness and support long-term
organizational goals.

5.1. Cloud Storage in Enterprise and Compliance-Driven Environments
Managers in enterprise and compliance-driven environments should recognize that traditional cloud

storage platforms, such as AWS S3 and Google Cloud Storage, remain the most appropriate choice for latency-
sensitive operations, high-throughput workloads, and regulated data handling. Their integrated security mecha-
nisms, predictable scalability, and compliance readiness make them suitable for operational systems that require
strict access control, continuous availability, and standardized governance. From a managerial perspective, this
implies that centralized cloud storage should continue to serve as the backbone for core business processes and
mission-critical applications.

Moreover, as data governance and security regulations become more stringent, organizations must
ensure that their cloud infrastructure adheres to the required standards. Cloud platforms like AWS and Google
Cloud offer a comprehensive set of compliance certifications that ease the process of regulatory adherence.
For decision-makers, it is essential to recognize the long-term value of relying on these centralized platforms
for sensitive data, which will enable them to meet both internal and external compliance requirements, thus
supporting business continuity and reducing risk exposure.

5.2. Strategic Value of IPFS for Data Integrity and Resilience
The results highlight that IPFS offers distinct strategic value when data integrity, immutability, and

resilience against centralized failures are prioritized. Managers overseeing blockchain-based systems, digital
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archiving, research data repositories, or provenance-sensitive applications can leverage IPFS as a complemen-
tary storage layer rather than a full replacement for cloud infrastructure. By utilizing IPFS for immutable
records, audit trails, metadata storage, or long-term archival content, organizations can enhance transparency
and trust while reducing dependency on centralized control. However, managers must also account for the
absence of native encryption and access control in IPFS by allocating additional resources for application layer
security integration and governance policies.

Furthermore, the use of IPFS can significantly improve the overall resilience of data storage systems,
particularly when centralized platforms face outages or performance bottlenecks. However, implementing IPFS
also requires careful consideration of the technical challenges involved in ensuring secure and efficient access
to decentralized data. Managers must be proactive in investing in encryption solutions, secure key management,
and data access protocols to safeguard the integrity of decentralized records. This approach allows organiza-
tions to capitalize on the strengths of both centralized and decentralized storage systems, providing a more
robust and adaptable data storage infrastructure.

5.3. Hybrid Storage Architectures for Balancing Performance, Security, and Decentralization
Finally, this study suggests that hybrid storage architectures represent a pragmatic managerial strat-

egy for balancing performance, security, and decentralization. From an operational standpoint, managers can
optimize system design by storing frequently accessed and dynamically updated data in traditional cloud en-
vironments, while assigning immutable or less time-sensitive data to IPFS-based storage. Such an approach
enables organizations to exploit the strengths of both architectures while mitigating their respective limitations.

This hybrid approach not only provides operational efficiency but also ensures data security and com-
pliance in various environments. By strategically adopting a hybrid storage model, organizations can create
a more flexible, cost-effective, and resilient infrastructure. It enables businesses to maintain critical data in
high-performance cloud environments while benefiting from the decentralized advantages of IPFS, thus en-
hancing transparency, data integrity, and long-term resilience. For this model to succeed, ongoing monitoring,
performance evaluation, and regular updates to security protocols will be crucial in maintaining the system’s
effectiveness and alignment with organizational goals. This flexibility enables businesses to stay agile in re-
sponse to evolving industry demands and technological advancements. By adopting a hybrid storage approach,
companies can ensure that their data infrastructure remains both scalable and future-ready.

6. CONCLUSION

This study has provided a comparative analysis of the InterPlanetary File System (IPFS) and tradi-
tional cloud storage solutions by examining two critical dimensions, namely scalability and security, through
a combination of literature review, controlled benchmarking, and qualitative security assessment. The findings
indicate that traditional cloud platforms such as AWS S3 and Google Cloud Storage deliver more stable and
predictable performance under controlled, high-throughput conditions, supported by mature infrastructure, au-
tomated scaling, and integrated security services. In contrast, IPFS demonstrates a decentralized architecture
that offers strong advantages in data integrity, content immutability, and resistance to censorship, particularly
in geographically distributed and peer-based access scenarios.

Despite its architectural strengths, the results also reveal that IPFS currently faces significant limita-
tions for enterprise-scale adoption. The absence of native encryption and built-in access control mechanisms
represents a critical security gap for regulated and compliance-driven environments, while performance vari-
ability caused by peer availability affects scalability consistency in controlled settings. Conversely, traditional
cloud systems maintain superior reliability and compliance readiness due to centralized governance, standard-
ized security controls, and predictable service-level agreements. These findings suggest that IPFS and tra-
ditional cloud storage are not direct substitutes, but rather complementary technologies whose effectiveness
depends on application context and operational requirements.

Based on these insights, future research should further investigate hybrid storage architectures that
integrate the strengths of both systems, such as deploying traditional cloud storage for latency-sensitive and
frequently updated data, while leveraging IPFS for immutable data, archival content, or provenance-critical
metadata. Expanding experimental evaluations to larger and more diverse network topologies, incorporating
detailed fault tolerance and data availability metrics, and conducting advanced security testing including simu-
lated cyberattacks would enhance the robustness of future studies. Additionally, improvements in IPFS usabil-
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ity, governance frameworks, and enterprise integration mechanisms are essential to bridging the gap between
decentralized storage technologies and mainstream data infrastructure adoption.
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