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Abstract

 This study looks into the current, and potential uses of Blockchain technology in
business, specifically in the security system of enterprise. The goal of this study is to use
modern blockchain technology to address the problem of enhancing the degree of
cybersecurity in huge corporations. Enterprises that have seen examples of cyber fraud
perpetrated not only by hackers but also by business personnel have evaluated the urgency of
the matter. The authors have developed a blockchain-based system dynamic model of the
company's cybersecurity system. The use of this modeling tool enables the creation of a
computer model of a complicated cybersecurity system, which can then be used to design the
suggested update more effectively. We show how Blockchain affects auditing in a variety of
ways that will fundamentally alter the profession. We also believe that blockchain technology
should be integrated into other parts of cybersecurity, including auditing and general
accounting operations. The findings have allowed researchers to draw conclusions about the
increased system response in cases of employee fraud in the context of a company's
automated information system that uses blockchain technology.
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1. Introduction
The world of technology is moving at an unparalleled rate. This is a trend that will only

accelerate in the coming years as brilliant brains continue to invent new ways to make
everyday living easier and more accessible to all. Change will be prevalent not only in
everyday life, but also in the corporate world as a whole, if this trend continues. Technology
has already exploded, allowing firms to reach new heights of profitability and competitiveness
[1]. While technological advancements, particularly blockchain technologies, have allowed the
enterprise to grow and, in the process, establish blockchain-based practices as a possible
future for business information systems, they have also raised concerns for many different
companies about overall cybersecurity [2] [3]. Most businesses face a problem with decreased
reliability of the cyber security system, which leads to vulnerabilities in enterprise corporate
information systems and violations of data confidentiality, integrity, and availability. In today's
world, such issues typically result in the loss of information, and as a result, businesses lose
customers, money, and reputation [4]. Enterprise employees with unlimited access rights,
using remote access, mobile applications, and cloud technologies, are frequently involved in
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cybercrime cases [5] [6]. As a result, businesses are eager to develop an effective
cybersecurity system that will reduce the number of incidents and prevent cyber threats.

The practice demonstrates that, despite increasing investment in cybersecurity system
development, current data protection solutions do not meet the needs of the business. This
was the conclusion reached by 81 percent of respondents polled by Dell Technologies. The
primary reason is the increased amount of information owned by businesses. In 2019, its
volume increased by nearly 40% over 2018, with a total cost of data loss of more than $1
billion per organization. The problem of increasing the efficiency of enterprise cybersecurity
systems is a global one. In June 2019, the average financial loss from information leaks for
medium-sized businesses worldwide was approximately $3.92 million. As a result, businesses
are interested in attracting cutting-edge technology to ensure information reliability and
security.

As a result, in this paper, we investigate the current and potential applications of
Blockchain technology in business, specifically in enterprise, and we discuss related
Cybersecurity issues. We also relate Blockchain uses to current cybersecurity concerns.
Despite advancements in blockchain technology in the cybersecurity area in practice, we
believe there is a gap in the literature from a more academic perspective, which may impede
academics from leading the way and proposing policies to the practice and further
development of blockchain technologies in business.

2. Literature review
2.1Blockchain Technology

A blockchain is essentially a decentralized digital ledger made up of blocks of
transactions between parties. Blockchain is defined as a "distributed database of records, or
public ledger because of all transactions or digital events completed and shared among
participating parties." Blockchain is decentralized and has enormous potential benefits for
many industries [7]. This high level of security stems from the fact that in order to change
anything in a blockchain, a majority of all parties to transactions in subsequent blocks within
the chain must agree to the change, and blockchains employ sophisticated math and
innovative software technologies that are generally difficult to manipulate [8]. This makes
blockchain technology appealing and interesting because it simplifies the verification process,
which speeds up the overall transaction process.

Blockchain development can be divided into three stages: Blockchain 1.0, 2.0, and
3.0. Blockchain 1.0 is the first stream, which most people would consider to be the most
popular. It is mostly made up of cryptocurrencies, such as Bitcoin, Litecoin, and Ethereum.
Blockchain 2.0 includes distributed ledger agreements as well as other foundational
technologies such as smart contracts and other protocols. Blockchain 3.0 is the "future of the
blockchain," implying what else it might be able to do for us as a society. The application of
this technology will have a wide range of effects on human life. Blockchain 3.0 goes beyond
1.0 and 2.0 and includes applications such as domain names, digital identities, eGovernment,
and smart contracts [9] [10] [11].

2.2 Cybersecurity
Cyber security attacks are now so common that it is no longer a question of "if it will

happen," but rather "when will it happen." Many theories have been proposed to explain
individual security intentions and actual behaviors in the information technology environment,
such as general deterrence theory, protection motivation theory, theory of planned behavior,
rational choice theory, and naturalization theory. All of these models and theories are focused
on extrinsic or perceived factors, rather than intrinsic factors such as decision styles, which
may also explain the behaviors that would be essential [12] [13]. Even with this as the mindset
of people in their personal and professional lives, businesses and people continue to be
unprepared for these types of cyber-attacks. In a survey conducted by a cyber-security
company, 86 percent of businesses admitted to feeling and knowing that their current
cybersecurity system was unprepared for what could happen in the present or in the future.
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Businesses must be better prepared to defend themselves against cybercriminals.
These people who will engage in cybercrime are attacking companies in order to obtain any
information they can from the company in order to potentially profit from it. Many banks and
other financial institutions are currently investigating and implementing blockchain security
systems to reduce risk, cyber threats, and fraud. The NASDAQ recently announced a plan to
launch a Blockchain based digital ledger which allows them to boost their equity management
capabilities.

Blockchain and cybersecurity researchers look at them in the context of financial
markets, cryptocurrencies, the Internet of things, and electronic money. They address the
issues of malware, data protection, authentication, and peer-to-peer networks that arise in
these areas because they necessitate powerful information protection methods. Cyberattacks
on blockchain technology have demonstrated that this technology is not immune to
cyber-attacks [11]. However, all cyberattacks have resulted in improvements to bitcoin
technology via Blockchain 1.0–3.0. Blockchain 1.0, which includes Bitcoin, is not a perfectly
fungible system because some coins may be linked to accounts used for fraudulent activities
[14]. However, as systems evolve, newer systems can address these concerns by
incorporating "mixer" networks to conceal transaction history [15]. While Hyperledger fabric
has since been built on later technologies, it still requires moderate attention based on the risk
profile, initial security concerns, and other vulnerabilities identified at the point of engagement,
and it may not be indestructible [16] [14].

2.3 Blockchain as a cybersecurity framework
Blockchain is emerging as one of the more dependable and powerful cyber security

technologies. The norm today, as it has been for years, is that when dealing with information
exchange or the transfer of money and assets via online transactions via the internet, we will
use a trusted intermediary. The intermediaries are in charge of ensuring the secure exchange
and are therefore liable for any problems that arise during the transaction, including security
breaches. Given future cybersecurity concerns and the plans that the US government hopes
to implement over the next five years, businesses may turn to blockchain as part of their
security framework. While there is no agreement on how much companies should invest in
cybersecurity, industry experts suggest that robust investments in cybersecurity should not be
less than three percent of a company's total capital expenditures. Companies should approach
cybersecurity policies and technologies in the same way they would any other investment:
fluid, long-term, performance-driven, and with quantifiable goals. Cybersecurity is something
that can be developed in the future for businesses as blockchain technologies are
implemented. "Blockchain is being promoted as a technology that can provide a robust and
powerful cybersecurity solution, as well as a high level of privacy protection.

The blockchain is a secure alternative for allowing these transactions to take place
while eliminating the middleman. Once approved by the exchange participants, the transaction
is added to the blockchain and cannot be edited, altered, or removed without the approval of
all parties in the chain. The blockchain is a system that cannot be reversed. Because the
ledger is constantly synchronized across all participants, using blockchain not only reduces
business costs but also eliminates the possibility of information loss due to a single point of
failure by one of the parties involved. This is why blockchain is such an incredible technology
for cyber security and reliability when it comes to replacing the current transactional status
quo. The blockchain is capable of ensuring privacy and security at all times. Blockchain
technology is rapidly evolving in many directions, but there is insufficient practice history of
making business decisions for executives. One area where blockchain technology will be used
in business is in supply chain management, which will make transactions easier, more secure,
and more accurate for the purpose of reporting [17] [18]. Every link in the supply chain can be
tracked, and the sources of insecurity can be easily identified. Knowing the public availability
of blockchain, it can be deduced that it could easily be used to effectively track down recalled
products more efficiently than the current process that companies use when a product appears
to be prone to virus problems [10] [19]. If a product is released and it is later discovered that it
is vulnerable to malware attacks, having the blockchain as part of your supply chain allows
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you to easily track where all of those products went and where they are located, allowing your
company to easily remove them from the market, effectively ending the cyber-attack. With this
as an example, it shows what blockchain is able to do as a security framework being used to
its potential [6] [20].

3. Method
The system-dynamic modeling method was chosen for the study. Its main advantage

is the ability to model system behavior at a high level, based on information and logical
structure, and using a data-flow approach. The stages of the research methodology are as
follows:

Figure 1. Method Syste Dynamic Modelling

● Development of A Cause and Effect Diagram.

The following system elements were identified for this purpose: a person's
intention to commit cybercrime; human actions for committing cybercrime; influencing
factors for increasing or decreasing cybercrime; data recording in the Blockchain.
Cause and effect relationships were established between the main elements, which,
along with other elements, formed the system parameters. A cause and effect
relationship is positive if an increase (decrease) in the parameter affects the increase
(decrease) of the affected parameter, and negative if an increase (decrease) in the
parameter affects the decrease (increase) of the affected parameter.

● Development of the Flow Chart

Levels were identified at this stage, which are parameters that are influenced
by a larger number of other parameters, taking into account both positive and negative
effects. Special parameters, i.e. those that cause the corresponding level to increase
or decrease, were considered. In addition, additional variables and constants were
used. An equation was created for each variable.

● Setting System Parameters and Test Simulation.

Changes are required for the following parameters: a prohibition on
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downloading information, a prohibition on opening and launching unknown files, a
prohibition on the use of external media, limited access, hardware errors, database
openness, and remote access. If necessary, the appropriate levels are debugged. The
simulation is then run, yielding a visualization of the system's behavior when there are
potential cybercrime intentions; the system's reactions are determined in the case of
recording data in the blockchain and in the case of using a traditional information
system.

4. Result

Figure 2. Step 1 Cause & Effect

The model assumes that a cybercriminal intends to steal information by copying it,
or to destroy data or change information, or to perform intentional non-saving,
unauthorized access, or to distort information by making mistakes. These are the most
common illegal activities that contribute to the emergence of vulnerabilities in a system
and reduce its level of cybersecurity. When blockchain technology is implemented in a
business, all actions are recorded in the blockchain and are not subject to change. As a
result, blockchain data can quickly provide information about user behavior and, as a
result, detect violations when used in conjunction with an artificial intelligence system. The
model assumes that the recording takes place in a traditional information system, but if
the information is updated, the system recording may not be saved. To detect violations,
the cybersecurity system will need to check activity logs for quite some time. Depending
on the results, a flow chart Blockchain protected cybercrime was obtained.
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Figure 3. Flowchart

The flow diagram demonstrates the level of risk determined by a system that uses
blockchain technology and a traditional information system. According to the implemented
method, in almost all cases, a blockchain-based system is less risky than a traditional
information system. Cases where both systems have a risk level of one are when the
company does not establish a ban and allows users unlimited access, i.e. this is an option
when all security measures are missing. As a result, no technology can have a positive
impact on the cyber security system in this case.

4. Conclusion
As a result, the issues associated with cybersecurity system reliability violations

are relevant. Financial resources, customer trust, and reputation and competitiveness may
all suffer as a result. As a result, cyber security experts must respond quickly in the event
of new types of cyber threats or an increase in the likelihood of system vulnerabilities.
There are no one-of-a-kind tools that can completely solve cyber security issues. As a
result, it should be a collection of measures that contribute to the effectiveness and
dependability of the defense system. Some experts criticize most companies for
increasing their investment in the use of modern technologies.

Blockchain technology is becoming more popular, and its range of applications is
expanding. As a result, it has a good chance of being used to improve the reliability of
enterprise cyber security systems. The system-dynamic modeling enables assumptions
about the benefits of this technology over traditional information systems to be made.
First, this technology will not replace the existing one, but rather supplement it, because
its primary function is to store information in its original form without changes, allowing
deviations to be detected when attempting to implement changes. It is planned to expand
the proposed model in the future by taking into account other parameters, such as
increasing the number of activities, particularly by external users, and taking into account
the impact factors at the local level.
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