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ML-DSA tives outlined in the U.S. NIST post-quantum cryptographic standard FIPS 204.
Scalability The findings indicate that ECDSA and ML-DSA represent two critical genera-
ECDSA tions of digital signature standards: ECDSA as the legacy cryptographic foun-

dation for current blockchain ecosystems, and ML-DSA (formerly CRYSTALS-
Dilithium) as the newly standardized, quantum-resistant successor mandated for
future secure systems. This transition underscores the strategic importance of
evaluating digital signature algorithms not only as cryptographic primitives but
also as formal standards with far-reaching implications for public policy, regu-
latory compliance, and long-term protocol governance.

This is an open access article under the CC BY 4.0 license.

DOI: https://10.34306/bfront.v5i2.944

This is an open-access article under the CC-BY license (https://creativecommons.org/licenses/by/4.0/
©Authors retain all copyrights

1. INTRODUCTION

Modern public blockchain protocols like Bitcoin and Ethereum rely on public-key cryptography,
specifically the Elliptic Curve Digital Signature Algorithm (ECDSA), to secure asset ownership and authorize
transactions [1, 2]. The integrity and immutability of these distributed ledgers are built on the computational
difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP), which remains intractable for classical
computers [3, 4]. This computational challenge serves as the foundation for their security.
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However, the rise of quantum computing poses a significant existential threat [5]. A sufficiently
powerful quantum computer running Shor’s algorithm could efficiently solve the ECDLP, enabling an attacker
to derive private keys from public keys and forge transactions [6]. This vulnerability is compounded by the
Harvest Now Decrypt Later (HNDL) strategy, where adversaries can store public blockchain data today and
decrypt it in the future when quantum computers become available [7, 8]. The retroactive nature of this threat
makes it even more urgent for the digital asset ecosystem to transition to post-quantum cryptography [9, 10].

In response to this looming risk, the National Institute of Standards and Technology (NIST) has spear-
headed a global initiative to standardize quantum-resistant cryptographic methods. This effort culminated in
the selection of the Module-Lattice-Based Digital Signature Algorithm (ML-DSA) as the primary digital signa-
ture standard for post-quantum cryptography [11, 12]. While essential for the future security of digital assets,
this migration is not a simple algorithmic swap; it introduces significant changes to blockchain infrastructure.
The shift from classical cryptographic methods to quantum-resistant ones results in dramatically larger keys
and signatures, which in turn increases the storage and bandwidth requirements for blockchain networks [13].
This report aims to analyze these trade-offs, quantify their impact on blockchain scalability, and evaluate the
architectural challenges and strategic solutions necessary to facilitate a secure and effective migration [14, 15].

Moreover, the transition to quantum-resistant cryptography aligns with broader global goals. It con-
tributes to the United Nations’ Sustainable Development Goal (SDGs) 9, which focuses on building resilient
infrastructure, promoting inclusive and sustainable industrialization, and fostering innovation. By enhancing
the reliability and security of cryptographic systems, this transition helps ensure that the foundational tech-
nologies of modern digital services are prepared for the quantum era [16]. Additionally, the integration of
quantum-resistant cryptography supports SDGs 16, which emphasizes the importance of peace, justice, and
strong institutions. By bolstering the integrity, transparency, and long-term security of blockchain-based gov-
ernance mechanisms, the adoption of post-quantum cryptography contributes to the strengthening of digital
governance structures [17, 18]. From a national development perspective digital infrastructure readiness and
economic resilience are essential for supporting large scale cryptographic transitions In Indonesia macroe-
conomic indicators published by Statistics Indonesia BPS 2023 provide an empirical basis for assessing the
capacity of public and private sectors to absorb secure digital infrastructure transformation [19]

This study is particularly relevant to the IEEE community, as it examines the intersection of system-
level engineering and managerial decision-making within blockchain networks [20, 21]. Through a comprehen-
sive analysis of the post-quantum impacts on the Data, Network, and Consensus layers of blockchain, the study
highlights how the adoption of ML-DSA will affect key blockchain parameters such as storage requirements,
bandwidth consumption, hashing throughput, and decentralization risks [22, 23]. The managerial insights pro-
vided in this study further align with IEEE’s emphasis on long-term technology governance and infrastructure
resilience. The study offers structured guidance for organizations seeking to develop quantum-resilient migra-
tion strategies, thus contributing to the sustainable development of secure digital ecosystems. In addition, the
governance frameworks proposed in this research support SDGs 17, which calls for partnerships to achieve the
global goals. This underscores the importance of cross-sector collaboration in advancing secure and sustainable
digital infrastructures that can withstand the challenges of the quantum era [24].

2. LITERATURE REVIEW

The impending threat of quantum computing has catalyzed a significant body of research focused on
developing and integrating Post-Quantum Cryptography (PQC) into existing digital infrastructure [25]. The
vulnerability of current blockchain systems stems from their reliance on classical cryptographic primitives
like ECDSA,which are susceptible to attacks by quantum algorithms such as Shor’s and Grover’s [26, 27].
Shor’s algorithm, in particular, can solve the discrete logarithm problem over elliptic curves in polynomial
time, effectively breaking ECDSA’s security foundation [28].

PQC has emerged as the primary defense, comprising a class of cryptographic algorithms believed to
be secure against attacks from both classical and quantum computers [29]. These algorithms are typically cat-
egorized into families based on the underlying mathematical problems they leverage, including lattice-based,
hash-based, code-based, and multivariate cryptography [30, 31]. To guide the global transition, the U.S. NIST
initiated a multi-year standardization process in 2016. This effort culminated in the selection of several al-
gorithms for standardization, with CRYSTALS-Dilithium (now ML-DSA) and CRYSTALS-Kyber (now ML-
KEM) chosen as the primary standards for digital signatures and key encapsulation, respectively [32, 33].
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Additionally, SPHINCS+ (now SLH-DSA) was selected as a hash-based signature alternative, and FALCON
was identified for applications requiring smaller signatures [34].

The academic and research communities have begun to explore the practical implications of integrat-
ing these new standards into blockchain technology [35].Early studies and proof-of-concept implementations,
such as PQFabric (a PQC-enabled version of Hyperledger Fabric), have provided initial insights into the per-
formance and architectural challenges [36, 37]. A recurring theme in the literature is the significant trade-off
between enhanced security and performance overhead. PQC algorithms, especially lattice-based schemes like
ML-DSA, introduce substantially larger public keys and signatures compared to ECDSA [38]. This increase in
data size has been identified as a major obstacle, leading to challenges such as a "hashing bottleneck” in consen-
sus mechanisms and reduced transaction throughput due to larger block sizes [39, 40]. While PQC integration
is recognized as a complex but necessary measure, much of the existing research has focused on theoretical
aspects, with fewer studies addressing the practical, systemic impacts on public blockchain scalability and
decentralization [41, 42]. Despite substantial progress in PQC research, no prior work systematically synthe-
sizes cryptographic performance data into an architectural impact assessment spanning data growth, bandwidth
demand, propagation latency, and decentralization risks [43]. This study fills that gap by providing the first
integrated system-level model that links PQC signature size inflation to cross-layer blockchain performance
and governance outcomes.

Despite the growing body of PQC research, a significant gap remains in the systematic evaluation of
how post-quantum signatures affect blockchain architecture at scale specifically their implications on transac-
tion size inflation, network propagation delays, state storage growth, hashing bottlenecks, and decentralization
risks [44]. Existing studies often provide prototype-level experiments or cryptographic efficiency benchmarks
but rarely examine how these impacts propagate across the Data, Network, and Consensus layers in real-world
blockchain environments. This research directly addresses that gap by providing an integrated, system-level
analysis of ML-DSA migration and quantifying its architectural consequences.

3.  METHODOLOGY

This study employs a qualitative, comparative analysis methodology based on a systematic review of
technical literature to evaluate the implications of migrating blockchain systems from ECDSA to the NIST-
standardized ML-DSA. The research is designed to synthesize findings from authoritative sources to provide a
comprehensive overview of the performance trade-offs and architectural challenges involved in this transition.

This study draws on official NIST PQC publications (FIPS 204), peer-reviewed works from IEEE
Xplore and the ACM Digital Library, and selected 2023-2025 arXiv preprints providing benchmarks or com-
parisons of ECDSA and ML-DSA in blockchain settings. Only sources with transparent hardware details,
aligned NIST security levels, and consistent algorithm versions were used [45]. All heterogeneous data was
normalized into relative performance ratios. The study synthesizes external quantitative metrics key genera-
tion, signing/verification speed, and cryptographic sizes and contributes by integrating these benchmarks into
a unified system-level evaluation rather than generating new measurements.

The analytical framework for this paper is centered on a direct comparison of the two algorithms
across a set of key Performance Indicators (KPIs) critical to blockchain operation. These metrics include:

» Cryptographic Data Size: Public key size and signature size.

* Computational Efficiency: Time required for key generation, transaction signing, and signature verifica-
tion.

» System-Level Impact: Resulting transaction size and the effect on total blockchain state storage (state
bloat).

To formalize the analytical logic of this study, these KPIs are evaluated through a Cost Benefit Trade
off Analysis Framework for Cryptographic Migration [46]. This framework conceptualizes ML-DSA adop-
tion as a multidimensional trade-off model in which computational performance improvements represent mea-
surable benefits, while the increases in signature size, public-key size, bandwidth load, and required storage
constitute quantifiable costs. By structuring the evaluation as a systematic mapping between costs and benefits
across the Data, Network, and Consensus layers, this study applies a formal decision-analytic model commonly
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used in system-design and migration studies [47, 48]. This elevates the methodology beyond a KPI enumera-
tion and positions it as a structured theoretical framework for assessing the architectural implications of PQC
integration

To ensure methodological consistency, benchmark sources were filtered using strict criteria. Only
studies using finalized NIST-standardized ML-DSA parameters (FIPS 204) and matching security levels (Level
3 or 5) were included. Benchmark papers were required to provide full hardware disclosure including CPU ar-
chitecture, clock speed, and memory specifications with direct numerical comparisons limited to homogeneous
architectures. Heterogeneous results were incorporated only as relative performance ratios [49, 50]. All raw
metrics were normalized to highlight comparative behavior rather than absolute speed, ensuring that architec-
tural conclusions such as effects on block validation latency or hashing load were not tied to a single hardware
profile. These filtering and normalization steps enhance internal validity and maintain robustness across diverse
benchmarking conditions.

The analysis extends beyond a simple comparison of metrics to a holistic and multidimensional eval-
uation of the systemic impact that these differences impose on the various layers of blockchain architecture
including the data network consensus and application layers By synthesizing quantitative data derived from
benchmarking studies with qualitative insights obtained from in depth architectural analyses this methodol-
ogy seeks to construct a comprehensive clear and evidence based understanding of the technical challenges
operational implications and strategic considerations associated with the post quantum transition

4. RESULT AND DISCUSSION

4.1. Quantitative Performance Benchmarking: Speed and Efficiency

Beyond raw execution speed, quantitative performance benchmarking also evaluates system efficiency
in terms of resource utilization, including CPU load, memory consumption, and response time stability under
varying workloads.
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Figure 1. Verification speed comparison of ECDSA and ML-DSA

As shown in Figure 1, a foundational aspect of evaluating the feasibility of integrating ML-DSA into
blockchain systems is the comparison of its computational profile against the incumbent ECDSA. The three
critical cryptographic operations in a blockchain context are key generation (creating a new wallet), signing
(authorizing a transaction), and verification (validating a transaction’s authenticity). Benchmarking studies
reveal a nuanced performance pattern in which ML-DSA is not only competitive but can, in certain crucial
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aspects, outperform ECDSA. This relationship between computational efficiency and architectural implications
forms the basis for interpreting the broader scalability challenges discussed in the subsequent analysis.

Several analyses have demonstrated that the efficiency of ML-DSA in key generation, signing, and
verification can surpass that of ECDSA, particularly in signature verification. One study recorded a verification
time of just 0.14 ms for ML-DSA at NIST Security Level 5, compared to 0.88 ms for ECDSA at a comparable
security level, when tested on an ARM-based laptop. This advantage is highly significant for blockchain
networks, where a single transaction is signed only once by the originator but must be verified independently
by every validating node in the network. A faster verification time can therefore contribute to reduced block
validation latency and improved overall network throughput.

It is important to clarify that the computational runtimes and cryptographic size values cited in this
section including the 0.14 ms verification time and the 1,952-byte public key size are derived entirely from pub-
lished benchmarking studies rather than original empirical measurements. Accordingly, the originality of this
paper resides not in producing new performance data, but in synthesizing these heterogeneous empirical results
into a unified architectural impact model that quantifies how PQC-induced data expansion affects transaction
construction, network propagation, consensus hashing workload, state growth, and long-term decentralization.
This multi-layered synthesis represents the novel contribution of the study.

This high performance can be attributed to ML-DSA’s underlying design. It is based on the Fiat-
Shamir with Aborts construction, a technique that enables compact and secure schemes based on lattice prob-
lems. Crucially, its design avoids the need for complex and computationally expensive Gaussian sampling,
instead relying on uniform sampling and a centered binomial distribution. This not only contributes to its
speed but also simplifies the process of creating secure, constant-time implementations a critical requirement
for mitigating side-channel attacks where an attacker analyzes timing or power consumption to leak secret key
information.

Previous benchmarking studies report that ML-DSA public keys typically reach 1,952 bytes and sig-
natures approximately 3,309 bytes at NIST Security Level 3. These values form the basis of the comparative
size entries in Table 1, ensuring that the quantitative analysis aligns with empirically established PQC parame-
ters. To provide a clear and quantitative framing of the trade-offs involved, the following Table consolidates key
metrics comparing ECDSA with ML-DSA. This data serves as the evidentiary foundation for the subsequent
analysis of scalability and implementation challenges, illustrating the core conflict between computational ef-
ficiency and data footprint.

However, as summarized in Table 1, these computational advantages introduce a critical and unavoid-
able trade-off that shapes the rest of the analysis. While ML-DSA performs more efficiently at the cryp-
tographic operation level, especially in signature verification, this performance gain comes at the cost of a
dramatically larger public key and signature size. This size inflation represents the central scalability challenge
of post-quantum migration and provides the analytical transition from micro-level efficiency to macro-level
architectural impact.

The most immediate architectural consequence of this size inflation manifests at the transaction layer.
Larger public keys and signatures directly increase the average transaction size, reducing the number of trans-
actions that can be included within a fixed block size. In permissionless blockchains with strict block limits,
such as Bitcoin or Ethereum, this effect translates into lower transaction throughput per block, potentially in-
creasing confirmation times and transaction fees. Even in systems with adaptive block sizes, larger transactions
impose higher bandwidth requirements on participating nodes, which may disadvantage nodes operating under
limited network conditions.

Beyond transaction construction, increased cryptographic payloads exert significant pressure on net-
work propagation mechanisms. Block dissemination latency is highly sensitive to block size, particularly in
geographically distributed peer-to-peer networks. Larger blocks require more time to propagate across the
network, increasing the probability of temporary chain forks and stale blocks. In proof-of-work systems, this
can reduce effective mining efficiency, while in proof-of-stake systems it may impact validator synchronization
and finality guarantees. Consequently, the adoption of ML-DSA necessitates careful consideration of gossip
protocols, compression strategies, and relay optimizations.

The implications extend further into the consensus layer, where cryptographic data expansion in-
fluences hashing workloads and state transition costs. Although signature verification becomes faster with
ML-DSA, the increased data volume must still be hashed, stored, and indexed as part of block validation and
state updates. Over long operational horizons, this contributes to accelerated ledger growth, increasing storage
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requirements for full nodes. As storage costs accumulate, the barrier to operating a fully validating node may
rise, posing a subtle threat to decentralization by favoring resource rich participants.

From a systems engineering perspective, these pressures highlight the need for architectural mitiga-
tions rather than cryptographic optimization alone. Techniques such as signature aggregation, stateless client
designs, and modular transaction formats become increasingly important in a post-quantum context. Layer-
2 solutions, including rollups and off-chain execution frameworks, may also play a critical role in absorbing
the data overhead introduced by PQC schemes, thereby preserving base-layer efficiency while maintaining
post-quantum security guarantees.

Importantly, the trade-off between computational efficiency and data footprint reframes how perfor-
mance should be evaluated in post-quantum blockchain systems. Traditional benchmarks that emphasize iso-
lated cryptographic operations are insufficient to capture system-wide effects. Instead, performance must be
assessed holistically, accounting for network latency, storage growth, synchronization overhead, and long-term
sustainability. This shift in evaluation criteria underscores the necessity of architectural impact modeling as a
complement to cryptographic benchmarking.

In this context, ML-DSA should not be viewed as a drop-in replacement for ECDSA, but as a catalyst
for broader architectural evolution. Its adoption compels protocol designers to reconsider long-standing as-
sumptions about block size, transaction structure, and node resource requirements. By framing post-quantum
migration as a systems-level challenge rather than a purely cryptographic upgrade, this study provides a foun-
dation for designing blockchain architectures that remain secure, scalable, and decentralized in a post-quantum
era.

Table 1. Comparison of ECDSA and ML-DSA

Metric ECDSA ML-DSA (Level 3/ Impact Factor /

(secp256k1) ML-DSA-65) Nuance

Security Egg;trlicth?r?grzl]))llesrflrete Module Learning Quantum-Resistant

Basis (ECDLP) With Errors (MLWE)

lS);leehC Key 33 bytes 1,952 bytes -59x Increase

S1gnature -11 bytes (DER 3,309 bytes -47x Increase

Size encoded)

Typical

Transaction -250 bytes -2.800 bytes -11x Increase

Size

Verification . . - .

Speed Slower at high security  Significantly faster Performance Gain

:;g(::élg Generally fast Competitive / slower ~ Context-dependent

Newer; requires
careful constant- Higher Risk
time coding

Implementation Mature, well-
Complexity understood

As the Table 1 demonstrates, while ML-DSA offers a compelling performance advantage in verifica-
tion, this comes at the cost of a dramatic increase in the size of its cryptographic outputs. This size discrepancy
is not a minor detail; it is the central challenge of the post-quantum migration for blockchain systems and has
profound implications for every layer of the network architecture.

4.2. On-Chain Footprint and Scalability Implications: The Challenge of ’State Bloat”

On-chain footprint growth has direct implications for long-term scalability, as every additional byte
of persistent state must be stored, synchronized, and verified by all participating nodes. Unlike transient trans-
action data that can be pruned over time, on-chain state accumulates indefinitely, creating what is commonly
referred to as state bloat. This condition increases the hardware requirements for full nodes, raising barriers to
entry and potentially undermining decentralization as only well-resourced participants can afford to maintain
complete replicas of the ledger.

Blockchain Frontier Technology (B-Front), Vol. 5, No. 2, 2026: 207-218



Blockchain Frontier Technology (B-Front) a 213

From a performance perspective, state bloat exacerbates latency and throughput constraints. As the
global state expands, read and write operations become more computationally expensive, affecting smart con-
tract execution times and block validation speed. These overheads are particularly problematic for decentral-
ized applications that rely on frequent state updates, such as DeFi protocols and on-chain governance systems,
where scalability bottlenecks can translate directly into higher transaction fees and reduced user experience.

State bloat also introduces security and sustainability concerns. Larger state sizes increase the attack
surface for denial-of-service vectors that exploit storage or execution inefficiencies. Moreover, the long-term
energy and infrastructure costs associated with maintaining ever growing on-chain data challenge the environ-
mental sustainability narratives of blockchain systems.

Scalability Challenge: Data Size
Comparison (Logarithmic Scale)

10000 -

ML-DSA

Data Size (Bytes)

Public Key Size Signature Size Transaction Size

W ECDSA ¥ ML-DSA = ML-DSA

Figure 2. Comparative Data Size Analysis of ECDSA and ML-DSA

To illustrate the magnitude of the scalability impact, visualizes the comparative data sizes of ECDSA
and ML-DSA across three core dimensions public keys, signatures, and transaction size using a logarithmic
scale to highlight their exponential differences. The Figure 2 clearly shows the orders-of-magnitude increase in
public key and signature sizes that occur when migrating from ECDSA to ML-DSA, a shift that introduces the
critical challenge commonly referred to as “State Bloat”. These substantial data expansions create cascading
negative effects on network scalability, operational cost, and long-term decentralization. Consistent with the
data summarized in Table 1, the visualization indicates that ML-DSA public keys grow by approximately a
factor of 59, while signatures expand by roughly a factor of 47, underscoring the severity of the on-chain
footprint problem.

The most immediate consequence is a drastic increase in the size of individual transactions. A typ-
ical ECDSA-based transaction might be around 250 bytes, but replacing the cryptographic components with
their ML-DSA counterparts could inflate this to roughly 2,800 bytes an increase of more than 11 times. In
blockchain systems with a fixed block size (like Bitcoin), this directly translates to a severe reduction in trans-
action throughput. Fewer transactions can fit into each block, meaning the network’s capacity to process
transactions per second is significantly diminished.

Beyond throughput, this data explosion leads to a rapid expansion of the blockchain’s total size and
active state. For account-based blockchains like Ethereum, the permanent storage required for each account’s
public key swells from 33 bytes to 1,952 bytes. This accelerates the growth of the ledger, which must be stored
by every full node operator. The ever-increasing hardware requirements in terms of disk space, RAM for hold-
ing the active state, and network bandwidth raise the barrier to entry for individuals and smaller organizations
to run their own nodes. A critical, if unintended, consequence of the PQC migration is that it may act as a
powerful centralizing force. As the cost and technical difficulty of running a node increase, the network may
become dominated by a smaller number of large, well-resourced entities, which could undermine the core value
proposition of decentralization and censorship resistance.

Furthermore, the network propagation of larger blocks and transactions is inherently slower. Increased
latency in block propagation across the global peer-to-peer network can lead to a higher rate of orphaned blocks
and temporary network forks, which can in turn impact consensus stability and the finality of transactions.
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Finally, the economic impact on users is direct and significant. As transaction fees are typically calculated
based on data size, the larger footprint of PQC transactions is projected to lead to a 2-3x increase in average
fees. This could render certain use cases, particularly microtransactions, economically unviable on the base
layer and push more activity towards Layer-2 solutions.

4.3. Architectural and Security Implementation Challenges

The transition to ML-DSA introduces challenges that extend beyond performance metrics and data
size, touching on the core architecture of the system and the nuances of secure implementation. While ML-
DSA is designed to be secure against quantum cryptanalysis, its practical implementation must be hardened
against a range of classical physical attacks. Lattice-based cryptography can be particularly susceptible to side-
channel attacks, where an adversary analyzes non-functional characteristics like power consumption or precise
execution timing to extract secret key information. It is therefore imperative that implementations are written in
constant-time meaning their execution time is independent of secret values and are robust against fault injection
attacks, where an attacker induces errors to glean information. The relative novelty of these primitives means
that the developer community has less collective experience in avoiding these implementation pitfalls compared
to the decades of work hardening ECDSA libraries.

This migration highlights the critical need for protocols to be designed with “crypto-agility”. This ar-
chitectural principle involves abstracting cryptographic functions so that algorithms can be updated or replaced
without requiring a fundamental overhaul of the entire system. A crypto-agile design allows a network to grace-
fully transition from an old algorithm to a new one, and provides an essential defense against the possibility
that a vulnerability might be discovered in ML-DSA or any other PQC standard in the future. Projects like
PQFabric, a version of Hyperledger Fabric that allows for the live migration and selection of different signature
schemes, serve as an important proof-of-concept for this approach.

The impact of this transition is felt across the entire blockchain technology stack, creating a complex,
multi-layered engineering problem:

* Network Layer: Must be capable of handling significantly higher bandwidth requirements to propagate
larger transactions and blocks without compromising performance.

* Data Layer: Faces immense pressure from increased storage demands, directly impacting the cost and
feasibility of running a full node and archiving the chain history.

» Consensus Layer: While individual signature verification is fast, the cumulative effect of processing and
hashing larger data chunks within a block can introduce new performance bottlenecks. Some imple-
mentations have reported a “hashing bottleneck,” where the overhead of processing larger data structures
becomes a limiting factor.

* Application Layer: Smart contracts that perform on-chain cryptographic operations, such as verifying
signatures within their logic, will experience dramatically increased gas costs due to the larger data sizes
involved, potentially making such applications prohibitively expensive.

4.4. Strategic Pathways for a Quantum-Resistant Transition

Addressing the multifaceted challenges of PQC integration requires a strategic approach that combines
cryptographic techniques with architectural innovation. A purely ”drop-in” replacement of ECDSA with ML-
DSA is widely considered to be infeasible due to the severe scalability impacts. Instead, several pathways are
being explored to facilitate a more manageable transition.

One of the most commonly discussed strategies is the use of hybrid cryptographic models In this ap-
proach a transaction is signed with both the legacy algorithm ECDSA and the new quantum resistant algorithm
ML DSA This provides two key benefits

* Backward compatibility Ensures compatibility with existing wallets and infrastructure that have not yet
been upgraded

* Hedge against vulnerabilities Acts as a safeguard against the possibility of an unforeseen vulnerability
being discovered in the new PQC standard

If ML DSA were to be broken the ECDSA signature would still provide protection against classical
attackers However this approach also introduces several drawbacks
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 Data size problem Temporarily increases transaction size due to the inclusion of two signatures
* Complexity Adds additional complexity to protocol logic and key management

To directly combat the problem of on-chain data bloat, a promising architectural solution is the use
of off-chain data storage. In this model, large cryptographic elements like full public keys and signatures
are stored on a separate, decentralized storage network such as the InterPlanetary File System (IPFS). The
blockchain itself would only store a compact cryptographic hash of this data.This could reduce the on-chain
footprint of a transaction by orders of magnitude, preserving block space and keeping fees low. However,
this approach introduces a new dependency on an external data availability layer, which must provide its own
guarantees of persistence, retrievability, and security.

Perhaps the most formidable obstacle, however, is not technical but social and political. In a decentral-
ized ecosystem, major protocol changes require broad community consensus. The PQC transition represents
a unique challenge in this regard, as it can be framed as a ”defensive downgrade” a change that imposes im-
mediate, tangible costs (higher fees, lower throughput) in exchange for protection against a future, abstract
threat. Historical precedent in blockchain governance shows that even highly beneficial and non-controversial
upgrades can take years of debate and coordination to implement. The timeline for achieving social consensus
on a disruptive change like PQC migration may be dangerously misaligned with the accelerating progress in
quantum computing. This ”governance lag” could become the most critical vulnerability of all, as the network
may find itself unable to deploy a known solution before the threat becomes a reality.

5. MANAGERIAL IMPLICATIONS

The transition to post-quantum cryptography is not merely a technical upgrade but a profound strategic
challenge that requires executive-level attention and proactive planning. With the rise of the HNDL threat
model, organizations must recognize that sensitive data protected by current cryptographic systems is already
at risk, making a passive “wait and see” stance untenable. Business leaders therefore need to initiate immediate
strategic action, beginning with the development of a comprehensive PQC migration roadmap supported by a
complete cryptographic inventory and risk-based prioritization framework.

A structured migration strategy must include identifying all public-key cryptographic components,
evaluating their exposure to quantum threats, and categorizing systems based on data sensitivity and long-term
asset value. This enables organizations to adopt a phased and risk-informed transition, focusing first on the
most mission-critical systems. Managerially, this risk-based classification supports informed decision-making,
efficient resource allocation, and accountability at the executive level. At the architectural level, building
crypto-agility is essential. Designing systems with modular, easily replaceable cryptographic components en-
sures that organizations can transition smoothly to PQC while remaining adaptable to future cryptographic
innovations or emerging vulnerabilities.

Furthermore, achieving quantum readiness requires substantial investments in R&D, infrastructure
modernization, and workforce training. Executive leadership plays a crucial role in securing the budget, driving
organizational commitment, and communicating strategic priorities to stakeholders, including boards, regula-
tors, and customers. These managerial insights also point to broader implications for future research and policy
development, such as the need for standardized quantum-readiness assessment frameworks, cross-sector coor-
dination in PQC migration, and clear regulatory guidance on long-term cryptographic governance highlighting
the relevance of this issue not only for individual organizations but for the overall digital ecosystem.

6. CONCLUSION

The analysis confirms that the quantum threat to ECDSA-based blockchains represents an existential
risk requiring an urgent transition to quantum-resistant cryptography. By progressing from the identification of
quantum vulnerabilities to the evaluation of standardized PQC solutions and their architectural consequences,
this study provides a coherent foundation for future research in quantum-resilient blockchain governance. With
NIST’s finalization of ML-DSA as the primary post-quantum signature algorithm, the path forward is tech-
nically clear: ML-DSA offers strong security and highly efficient verification performance, but at the cost of
significantly larger public keys and signatures. This shift transforms blockchain systems from computation-
bound to storage- and bandwidth-bound architectures.
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The resulting data expansion has profound implications that go far beyond cryptographic replacement.
Larger signatures create “State Bloat”, reduce network scalability, and increase transaction fees, raising con-
cerns about economic sustainability. Hardware demands for full nodes escalate, intensifying risks of network
centralization and threatening the core decentralization ethos of blockchain ecosystems. Thus, the PQC tran-
sition is not a purely technical upgrade but a multifaceted architectural, economic, and political challenge. It
forces a rethinking of scalability strategies and exposes the dangers of governance lag in decentralized systems,
where collective decision-making may be slower than the pace of emerging threats.

Looking ahead, navigating this transition requires multi-dimensional research and policy coordina-
tion. High-priority efforts include developing more compact PQC signature schemes, improving aggregation
or compression techniques for lattice-based cryptography, and designing Layer-2 architectures capable of ab-
sorbing PQC-induced data overhead. Economic analyses must determine the cost—benefit equilibrium of PQC
adoption, assessing when increased storage, blockspace, and bandwidth costs outweigh gains in verification
efficiency. By synthesizing benchmark results into a unified architectural model, this study contributes to an
original system-level understanding of how PQC affects decentralization, consensus performance, network
propagation, and node sustainability from an integrative perspective not previously addressed in the literature.
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